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ABSTRACT

Wireless sensor networks (WSNs) have become popular in the field of information and
communications technology, they are increasingly being used in applications such as
surveillance systems, patient monitoring, object tracking, forest fire detection and habitat
monitoring among others. By its very nature, a WSN provides a resource constrained
environment where devices used are limited in resource usage. Due to these limitations,
security challenges have emerged in their applications. Hence, the need for
computationally efficient but still secure cryptosystems. Traditional cryptographic
primitives cannot be directly applied on WSNs due to their resource constrained nature,
this has led to the challenge of achieving cryptographic security goals which are important
for effective communication of information on WSNSs. Recent studies have shown that it
is possible to apply public key cryptography such as ECC to resource constrained devices
by using the right selection of algorithms and associated parameters, optimization and low
power concepts. To address security challenges on WSNSs, this thesis proposed an efficient
digital signature scheme, a variant of ECDSA that can be applied on WSNSs to provide
authentication. Further, the variant of ECDSA was used in the design of a signcryption
schemes. The signcryption schemes are intended to be efficient enough for use on WSNs
and for that reason the research work focused on certificateless cryptography (CLC) for
the design of the signcryption scheme with a property of ciphertext authenticity. The
research methodology employed was experimental. Major contributions of this research
were an efficient variant of ECDSA more efficient in the signing and verification process
that does not suffer from the security challenges inherent in the original ECDSA. Out of
the proposed digital signature scheme a certificateless pairing free authentication scheme
for wireless body area network in healthcare management system and a multi-user
broadcast authentication scheme for WSNs were constructed. Three certificateless
signcryption schemes were designed, two signcryption schemes were designed from the
proposed ECDSA variant and one signcryption was a modification of a scheme by Wei
and Ma (2019). A formal security proof for indistinguishability against adaptive chosen
ciphertext attack and existential unforgeability against adaptive chosen message attack
was provided for the three signcryption schemes in the random oracle model. The
signcryption schemes were more efficient with respect to computational cost,
communication overhead and energy consumption comparison with other existing related
schemes.
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CHAPTER ONE

INTRODUCTION
1.1 Background of the Study

Wireless Sensor Networks (WSNSs) over the years are increasingly gaining popular due to
rapid technological advancements in wireless communication technologies. They have
potential applications in different area including environment, health and military
(Bensaleh et al., 2020). A Wireless Sensor Network is a type of wireless ad hoc network
that runs autonomously and has the capability to deploy a large number of low-cost sensor
devices distributed over a selected area of interest. These sensors can sense and monitor
the physical phenomenon in a given environment and transmit information collected to a
base station. The base station coordinates the operations of the entire sensor networks,
makes decisions, assigns various tasks and has the ability to make query and retrieve
requested data from the network. The sensors are also referred to as nodes and are resource
constrained in nature (Kardi et al., 2018). They have low communication bandwidth,
computation, power consumption and storage capacity and as a result they pose a
challenge in the application of traditional cryptographic security protocols/schemes in the
WSN.

Wireless Sensor Network’s security is becoming a challenge because of the openness and
resource constrained nature of its network architecture, without an effective security
mechanism an attacker can capture information from its nodes and can use it for malicious
purposes. There is an urgent need to ensure all basic security goals such as confidentiality,
integrity, unforgeability, non-repudiation, forward secrecy and public verifiability are
achieved in a more efficient manner in resource constrained environments (Patil et al.,
2016; Singh & Vaisla, 2014). A lot of research efforts have been devoted to address
security WSNs (Ullah et al., 2021; Fang et al., 2019; Omala et al., 2018; Wahid & Mambo,
2016; Won et al., 2015).

A security protocol is expected to make use of security mechanisms consisting of
cryptographic primitives such as encryption or a digest for message authentication and

integrity. Traditional primitives form the basis of security protocols. However, they
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consume a fair amount of energy during computation. Since Elliptic Curve Cryptography
(ECC) was invented by (Miller, 1985) and (Kobiltz, 1987), it has gained increasing
popularity as a building block of public key cryptography due to its ability to generate
small and efficient keys. Using ECC presents a great advantage in a few unique areas. For
instance, elliptic curve-based systems require less memory compared to RSA based
schemes. A key size of 4096 bits in RSA will give the same level of security as 313 bits
in an elliptic curve system and this presents us with an opportunity to use ECC for
development of cryptographic schemes for use on resource limited devices.

With the need to ensure all security goals are achieved signatures and encryption
techniques were used and this led to the concept of signcryption proposed by (Zheng,
1997). Signcryption is cryptographic primitive that simultaneously provide both the
function of digital signature and public key encryption in a single logical step (Gao et al.,
2019). The computation and communication cost of signcryption scheme is more efficient
than schemes based on sign-then-encrypt concept (Ashraf et al., 2014) and for that reason
signcryption can be very useful in areas such as Wireless Sensor Networks, mobile ad hoc
networks among other areas (Chaitra & RaviKumar, 2021; Mandal et al., 2016).

In conventional signcryption users choose their own private keys, compute corresponding
public keys and submit them to a certificate authority for issuance of certificates. This
approach creates a need for infrastructure known as Public Key Infrastructure (PKI). The
PKI deals with the issues associated with certificate management, including revocation,
storage, distribution and the computational costs of certificate verification.

In 1984, (Shamir, 1984) introduced the notion of ID-Based cryptography to mitigate the
need for PKI. Identity Based Encryption (IBE) provides a public key encryption
mechanism a string such as an email address (e.g., kasyoka@jkuat.ac.ke) can be used as
a public key eliminating the need of public key certification such as PKI (Lee et al., 2020).
In an IBE system, users authenticate themselves to the PKG and obtain private keys
corresponding to their identities; this leads to the need to establish a key escrow
mechanism which is a major drawback in terms of security and efficiency (Boneh &
Franklin, 2003).



In 2003, (Al-Riyami & Paterson, 2003) introduced the concept of certificateless
cryptosystem to address the issue of key escrow while still avoiding use of certificates.
The approach involves partitioning of a private key into two parts. In the first part Key
Generating Center (KGC) generates partial private key d and send to a user through a
secure channel. The second part involves the user generating a secret key x making the
full private key fk to be fk = (d, x). The secret key x is unknown to the KGC (Boneh &
Franklin, 2003). Traditional cryptographic primitives are not able to achieve lightweight
signcryption schemes for use on resource constrained devices due to high computation
power requirement, more communication overhead incurred and large memory
requirements.

With the ECC proven to offer more efficient schemes (Sarath et al., 2014) compared to
other primitives such as RSA in terms of key-size, this provides an opportunity for
development of lightweight cryptographic schemes for use on resource constrained

devices.

1.2 Problem Statement

Security issues in WSNs are increasingly receiving a lot of attention from many
researchers due to the dependency of many critical human and environmental applications
on such networks and there is an essential need to ensure total security of data collected
and transmitted through such networks. Most of the security goals in WSNs can be
achieved through digital signatures and encryption. However, traditional cryptographic
primitives cannot be directly applied in such networks due to their resource constrained
nature and this makes them more vulnerable to security attacks (Zang et al., 2022).
Conventional public key encryption algorithms require intensive computations and are
considered inefficient for use on WSNs (Kardi et al., 2018; Al-Shehri, 2017) hence the
continuing need for more lightweight cryptographic primitives that will be more efficient
in computation, communication overhead and reduce the amount of energy cost.

ECC has become popular due to its acceptance as an efficient cryptographic primitive
hence a good candidate for design of security scheme for resource constrained

environments. ECDSA uses two modular multiplicative inverse operations which are
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time-consuming and the verification process of ECDSA is slow (Genc and Afacan., 2021).
Considering the fact that in most applications of digital signatures, signers are more than
verifier, the need to speed up EC primitives for use on resource constraints devices is a
problem of considerable practical importance. The concept of signcryption has been
proven to be more efficient than sign-then-encrypt approach (Ullah et al., 2021) and this
has led to the concept of signcryption.

A signcryption scheme that avoids use of PKI can be useful in WSNs since sensor nodes
in WSNs are resource constrained in nature. ID-based schemes do not use PKI however
they make use of key escrow which presents a security challenge and for that reason the
focus of this research is on certificateless cryptography. Several certificateless
signcryption schemes exist. However, most of the signcryption schemes proposed have
complex computations or do not address all basic security goals applicable to WSNs such
as confidentiality, integrity, public verifiability, unforgeability, forward secrecy, data
freshness and ciphertext authenticity (Costa et al., 2017; Li et al., 2018). This thesis has
proposed a more efficient digital signature scheme and applied it in the design of more
efficient certificateless signcryption schemes for use on Wireless Sensor Networks that

are secure in the aforementioned security goals.

1.3 Justification

WSNs networks are by nature resource constrained as they are composed of devices that
are limited in terms of storage, computation and even power consumption. They are used
in many different applications WSNs can be applied in monitoring for potential enemy
intrusion. When an intrusion is detected by a sensor, a warning message will be used to
report the event through possibly multi-hop communications to a remote base station for
appropriate actions to be taken. In such a setting, to securely send a warning from a node
sensing an intrusion, all communicating nodes should be able to authenticate each other,
make sure that the report is not from an intruder and the report transmitted should not be
detected by an intruder. A security scheme should be in place to resist various serious
attacks such as Sybil, node duplication, wormhole, and bogus message injection attacks.

There are many separate solutions to addressing the aforementioned issues however; it is

4



difficult to combine them due to different or conflicting underlying assumptions. Even if
it is possible to combine these solutions, it is far too complex to implement such a solution
on a resource constrained environment such as one provided by a Wireless Sensor
Networks.

Traditional security mechanisms are complex and require a lot of resources and for that
reason they cannot be directly applied on WSNs nodes hence need for more efficient
security scheme (Xu et al., 2015; Alrehily et al., 2015), there inefficiency inhibits wide
spread adoption within the ultra-low energy regimes such as WSNs, Smart cards and
Radio Frequency Identification tags (RFIDs).

In some critical application areas such as ubiquitous healthcare WSNSs devices are required
to be available all through especially where they are used to control critical tasks such as
administration of drugs or monitor patients vital signs, however lack of proper security
may make them susceptible to attacks such as Denial-of-Service attack forcing them to
shut down and this can lead to loss of life, hence the urgent need to ensure effective
lightweight cryptographic schemes for such constrained environments are designed and
adopted (Al-Shehri, 2017). ECC is a promising approach since it significantly reduces the
key sizes and hence is more relevant in the context of WSNs than other asymmetric
primitives such as RSA. A certificate is used to bind each user public key and its
corresponding user identity. Management of certificates in public key infrastructure is a
complex task that makes PKI systems not suitable for use in WSNs while the IBC make
use of key escrow which has substantial vulnerabilities. With regard to the current
technological advancements there is a compelling need for an efficient and highly secure
cryptographic scheme that can meet the requirements of resource-constrained devices
(Ullah et al., 2019). This research work intents to focus on certificateless cryptography
which is more efficient since it does not require certificate management and does not use

key escrow.



1.4 General Objective

The general purpose of this research is to develop a signcryption scheme that seeks to

ensure efficient and secure communication in resource constrained environments such as

Wireless Sensor Networks.

1.5 Specific Objectives

iv.

To investigate the techniques that can be used to adopt traditional digital
signature primitives for use on Wireless Sensor Networks.

To design an efficient digital signature scheme, a variant of the ECDSA suitable
for Wireless Sensor Networks.

To use the proposed signature scheme in the design of a secure and lightweight
certificateless signcryption scheme.

To test the efficiency and security of the proposed schemes.

1.6 Research Questions

iv.

What are the techniques that can be used to adopt traditional digital signatures
schemes for use on Wireless Sensor Networks?

How will an efficient Digital signature scheme suitable for Wireless Sensor
Networks be designed?

How will the proposed digital signature be used in the design of a secure and
lightweight certificateless signcryption scheme?

How will the proposed schemes be tested for security and efficiency?

1.7 Scope

This research work covered digital signatures from the perspective of Elliptic Curve

cryptographic as well as pairing-free certificateless signcryption scheme based on Elliptic

Curves. Further, an application area for each of the cryptographic protocols is provided.



CHAPTER TWO

LITERATURE REVIEW

2.1 Resource Constrained Devices

The resource constrained devices are devices that are limited in computation power,
memory or storage capacity and have a low power capacity (Safa et al., 2019). Their
inefficiency prevents wide spread adoption within environments such as Wireless Sensor
Networks, Implantable Medical Devices, Smart cards and loT among others. 10T devices
often operate on lossy and low-bandwidth communication channels. As IoT devices
become more integrated with our society (eg, smart city, smart home) there is need to
understand, manage and mitigate security risks involved (Choo et al.,2020). However, It
seems to be impossible to directly apply standard conventional security protocols of the
Internet in the context of 1oT.

Mobile devices and other hand-held devices are compact and lightweight and fall under
the category of resource constrained devices. Technological advancement in data storage,
display and design have allowed these hand-held devices to do nearly anything that had
previously been reserved for larger personal computers. RFID is an innovative technology
that provides us with the ability to gather amounts of data that is related to products,
assemblies, supplies, inventory, customer service, and machinery. With the increasing
popularity of RFID tags, data privacy is becoming a major concern. Anyone can track tags
and find the identity of any objects fitted with the tags. As technological advancements in
wearable technology continue to gather pace, an opportunity to connect our bodies to the
Internet through tiny sensor nodes implanted in our bodies becomes obvious. However,
this can easily lead to theft of our physiological data (Nguyen et al., 2015).

These devices have become more prevalent in daily life. Although improvements in
hardware and software have enabled more complex tasks to be performed on such devices,
this functionality has also increased the attractiveness of the platform as a target for
attackers, hence the need for a computationally cheap, but still secure, cryptosystem rises.
The most serious restrictions of resource constrained devices can be narrowed to two

categories: computational limitations and power limitations. They are used to process,
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store and communicate information in areas such as Wireless Sensor Networks, Wireless
Body Area Networks, e-commerce, Internet-of-Things (1oT), RFID, medical healthcare
among other areas.

Smart cards such as SIM cards have been proposed for applications like secure access to
services in GSM, to authenticate users and secure payment using Visa cards and
MasterCard. Wireless transactions are facing several security challenges. Data sent
through air face almost the same security threats as the data over wired networks and even
more (Elkamchouchi et al., 2014). The fact that RC devices are resource limited presents
a lot of challenges when providing security to data processed, stored and transmitted using
such devices.

Most security protocols implemented on wired-line networks have been adopted for use
in wireless networks. However, they have been found not to be suitable for wireless
networks and devices since scenarios and capabilities applicable to wired-line networks
may not be valid in wireless networks. It may be possible to perform several complex
computations on a typical wired network. However, such computations may deplete
battery power on devices running due to limited battery power.

on wireless network. Cryptographic primitives can consume a fair amount of energy that
can degrade the battery performance of wireless network. Since the traditional
cryptographic primitives would be resource draining in such environments and could
introduce unnecessary delays in processing hence the need for more optimized security
primitives. In order to guarantee the security in resource constrained devices, research on
robust lightweight security solutions are of practical importance.

Lightweight cryptographic primitives are important and they consist of cryptographic
algorithms that meet the requirement of constrained environments. It is worth noting that,
this does not suggest they are any less secure. They provide a low power computation and
low energy consumption ciphers. In addition, they support a sufficient security level even

if adapted to resource-limited devices.



2.2 Wireless Sensor Networks

Wireless sensor network has the capacity to configure itself, an infrastructure less wireless
network consisting of a large number of sensor nodes equipped with specialized sensors
that can monitor various physical conditions such as pressure, temperature, sound and
vibration (Manju et al.,2013). The sensors communicate their data to a base station(sink).
The sink node acts as an interface between the network and users, it helps to connect a
WSN with the external world. A wireless sensor network can be made up of hundreds of
thousands of sensor nodes that can communicate among themselves using radio signals.
It is possible to retrieve required data from the network by sending relevant queries to the
sink and gathering results from the sink.

A wireless sensor node is equipped with computing devices, sensing, radio transceivers
and a power component. Typically, individual nodes in a WSN by nature are resource
constrained in terms of limited storage capacity, processing speed and communication
bandwidth. When the sensor nodes in a network are deployed, they perform self-
organization to form the network through multi-hop communication and the onboard
sensors begin to collecting information of interest. The working mode of the sensor nodes
may be either continuous or event driven and they have the capacity to respond to queries
sent from a control site to perform specific instructions. WSN is assumed to be static and
homogeneous with all sensor nodes having the same memory, computational power,
except the sink node (Mathew et al., 2015). A lot of research on Wireless Sensor Networks
is currently focused on design that will lead to energy efficiency and computationally
efficient protocols.

With the increasing use of sensing technologies in emerging networks security weakness
in the sensor technology due to their resource constrained limited nature has brought to
the attention of many practitioners. However, the limited nature of sensor nodes does not
encourage the adoption of security mechanisms, which may leave open vulnerabilities to
be exploited (Costa et al., 2017).
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Figure 1: Simple Wireless Sensor Network

2.2.1 Application of Wireless Sensor Networks

Wireless Sensor Networks are becoming increasingly important and are applied in many

areas of that affect our lives ranging from military to medical, some of the areas of

application are:

Table 1: Summary of WSN application areas

Application Function Description
Military Sensing, Target WSN is used to monitor the resources, track
Application tracking and enemies and targets, to assess the damage,

Environmental

Application

Home

Appliance

Event Detection

Sensing, Event

Detection

Sensing, Event

Detection

detection of attacks such as nuclear, biochemical
and track soldier’s health status (Saravanakumar
etal., 2021)

WSN is used to monitor the weather conditions,
soil conditions, in precision agriculture, forest fire
detection, and Volcano, Flood and pollution
detection (Shaikh et al., 2021)

Sensors are buried in the appliances to help
automate.

They assist in management and
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Vehicle
Tracking
Structural and
Industrial
Monitoring
Applications
Business and
Inventory
Control
Applications
Medical
Applications

Target Tracking
Sensing, Event

Detection

Sensing, Event
Detection

Sensing, Event
Detection

monitoring of these appliances locally or remotely
(Karthikeyan et al.,2022)

Location estimation of vehicles (Upreti et
al.,2022)

To monitor the condition of the structures,
bridges, tunnels, machinery used in industry. to

estimate wear and tear (Majid et al., 2022)

Inventory monitoring to keep track of the items in
the inventories. To check the supply chain system
(Hamdy et al., 2022)

The sensors can be implanted or attached to
patients to observe the physiological parameters
and other conditions and provide appropriate
treatment at the right time (Sharma & Singh, 2022)

2.2.2 Characteristics of Wireless Sensor Networks

WSN have the ability to collect the data and the ability to communicate with each other.

The sensor nodes used have power consumption constrains as they get their power from

batteries. When the sensor node runs out of energy it cannot sense, process or

communicate data and for that reason energy consumption is an important factor in WSNs.

Energy optimization can be more complex in sensor networks since it involved not only

minimizing energy consumption but also prolonging the life of the entire network. It can

be achieved through energy awareness focused design and operation.

WSN can be deployed indoors or outdoors and has the ability to withstand harsh

environmental conditions. The nodes are portable and can be used to form wireless

networks anywhere anytime with great mobility. The nodes are usually low-cost, they

make use of simple technology hence they have low processing power and small radio
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ranges. Other characteristics are Heterogeneity of nodes, Scalability to large scale of

deployment and Ease of use cross-layer design (Asha et al., 2016).

2.2.3 WSN Energy Consumption Factor

As far as the sensor network is concerned there are several factors that can lead to energy
depletion. In 2012, (Rezaei & Mobininejad, 2012) suggested the following factors:
i.  Many sensor nodes sense the same data deployed in a small area.
ii.  Sending the repeated sensed data often to the cluster heads also lowers channel
utilization.
iii.  Tosend data, a sensor node must keep on listening to the channel.
iv.  In periodic sensing, keeping the node “on state” while not in use leads to
inefficient use of energy.
v.  Collision and retransmission
vi.  Sending control packets in large volume needs extra energy especially if the

packet is too large.

vii.  The need for a greater processing facility in sensor nodes consumes more
power.
viii.  Same event may sense more than one node due to overlapping regions of area

of coverage.

2.2.4 Threats and Challenges Wireless Sensor Networks

Devices used in the Wireless Sensor Networks are of the resource constrained nature
hence they are vulnerable to several attacks:

Passive attacks: They involve eavesdropping and monitoring of data on transit. The
objective of the adversary is to obtain data that is being transmitted. Passive attack can be
categorized into the release of message contents and traffic analysis. Passive attacks are
not easy to detect as they do not involve any modification of the data transmitted. The data
is transmitted and received in normal fashion without the sender or receiver noticing any
suspicious activity on the traffic pattern. However, in this kind of attack prevention rather
than detection is preferred. This prevention can be achieved by use of appropriate

encryption techniques.
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i) Active attacks: This attack involve modification of the data stream or inclusion of a false

stream and come in four different categories:

a)

b)

A masquerade A masquerade attack is an attack that occurs when an adversary
(masquerader) illegally gains access to the identity of an authorized user to gain access
to every data the victim is authorized to access (Narwal & Mohapatra., 2021). A
masquerade attack will include one of the other types of active attacks such as the
replay attack. For example, replay attack can capture authentication sequences and
replay after a valid user authentication process has successfully taken place, thus
enabling an unauthorized entity to impersonate an authorized entity with system
privileges (Hou et al., 2018).

Modification of Messages This form of attack can stem from a masquerade where
some portion of a legitimate message that was captured from a legitimate
communication is altered and retransmitted in order to produce an unauthorized effect.
Denial of Services (DoS) prevents or inhibits the normal use or management of
communications facilities, this attack can exhaust the resources available to a victim
node, by sending extra unnecessary packet and thus prevents it from performing

normal operations or degrading its performance (Asha et al., 2016).

2.2.5 Security Requirements for WSNE.

a. Availability: Availability ensures that the services or resources offered by the
network or a sensor mote will be available whenever required. This can be
maintained by regulating the sleeping patterns for a sensor mote.

b. Integrity: There are chances that an adversary can make unauthorized changes to
data collected by the sensors putting the entire network in disarray. Data can also
be unintentionally altered leading to false data usage. Integrity ensures the
reliability of the data transmitted. Provides the ability to confirm that a message
has not been altered or changed in the network.

c. Confidentiality: Confidentiality ensures the concealment of a message from an
adversary so that the message communicated in WSN remains confidential to

unauthorized persons.
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d. Forward secrecy: In forward secrecy an assurance is given that a session key
derived from a set of long-term public and private key will not be compromised if
the private key of one of the parties is compromised. If one message is
compromised the previous message will not be affected (Toorani & Shirazi, 2008).

e. Node Authentication: The reliability of the message guaranteed if its origin can
be identified and is authorized. A wireless sensor node has to prove its validity to
other motes in a wireless network and the sink. This avoids the adversary to send
malicious information in the network. The base station confirms the authentication
of the sensor mote.

f. Data freshness: Data freshness ensures that received data/message has not been
replayed and should be fresh based on a set time threshold. Data received should

have been created recently.

2.2.6 Adopting Cryptographic Schemes for WSN

Traditional cryptographic primitives need to be adopted for use in resource constrained

environments.

2.2.6.1 Cryptographic hardware accelerators:

In 2018, (Puttmann et al., 2008) they explored different hardware accelerators for
cryptography based on elliptic curves. They were able to provide a multiprocessor system
on chip platform that was hierarchical in nature that can be used for fast integration and
evaluation of novel hardware accelerators. A coupling on different hierarchy levels of the
multiprocessor system on chip platform is provided on the two application scenarios of
the hardware accelerators.

A method to implement DTLS using hardware assistance on sensor nodes was proposed
by (Kothmayr et al., 2012). There solution assumes that each sensor is equipped with a
Trusted Platform Module (TPM) which is an embedded chip that offers secure generation
of cryptographic keys and sealed storage as well as hardware support for cryptographic
algorithms. The fully authenticated handshake can be performed between a sensor and a
subscriber which is another sensor. The subscriber and sensor have to transmit their X.509

certificate for the authentication phase. These certificates are signed by a trusted CA and
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are included in a fully authenticated DTLS handshake. This solution not only has a high
security level by establishing the trusted relationship with the assistance of an approved
third party, but it also provides message authentication, integrity and confidentiality with

low-cost energy, latency and memory consumption as claimed by the authors.

2.2.6.2 Adopting cryptographic schemes

Adopting existing schemes for use on WSNs has become a more popular technique.
(Antipa, et al., 2006) proposed a technique to accelerate verification process of ECDSA
signatures and other Elgamal-like signatures with the use of side information to accelerate
signature the verification process. In 2016, (Zhong et al., 2016) improved elliptic curve
cryptography digital signature scheme for use on WSNs by optimizing the signature
generation module of ECDSA. (Zhang et al., 2011) developed a variant of ECDSA which
was found by (Sarath et al., 2014) to be more complex and time consuming.

2.3 Computer Security

Basic computer security can be defined within confidentiality, integrity and availability.
The three concepts embody fundamental security requirements for both data or
information. One of the ways of achieving the three concepts is encryption. In 1999,
(Goldreich, 1999) defined security from two perspectives. The first perspective is
information theoretic where information is considered insecure if the ciphertext generated
contains information about the plaintext. A high level of security can be attained if the
secret key used is at least as long as the length of the message transmitted through an
encryption scheme. The fact that the key has to be longer than the message, is indeed a
drastic limitation on the practical uses of such schemes.

In the second perspective it does not matter whether the ciphertext contains information
about the plaintext. It is based on computational complexity where the key concern is
whether it is possible for an adversary to extract this information. This approach has the
capacity to offer high level security even if the key is shorter than the total length of the

message encrypted by a security scheme.
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2.3.1 Provable Security

Traditional cryptographic schemes for many years were designed in an ad hoc manner. A
cryptographic goal would be defined and then a solution would be given and the scheme
would be considered secure if no attacks against it were found. If a new attack was found,
the scheme would be either repaired or discarded. If repaired, the scheme can still be
subject to possible unforeseen attacks.
Providing proof of security is the most important work in the design of a cryptographic
scheme. The security is proofed through a rigorous mathematical framework against
computationally bounded attackers.
In the concept of provable security, the approach is to prove that a reduction exists
between the difficulty of breaking the designed scheme and the difficulty of solving a hard
problem or breaking the security of an underlying cryptographic primitive (Dent, 2006).
Provable security emerged in the 1980s when researchers decided to develop precise
definitions for cryptographic schemes and specify appropriate security models for them.
According to (Bellare, 1997), the term provable security is misleading as one does not
actually prove security of a scheme, but actually provides a reduction of the security of
the scheme to the security of a mathematical hard problem or an underlying primitive.
Hence, a more appropriate term for this genre of work would be reductionist security. The
notion of using reduction arguments to prove the security of cryptographic primitives is
very well known and has become standard in most cryptographic research.
The provable security paradigm is as follows:
a. Cryptographic scheme. It starts by formally defining the functionality of the
cryptographic scheme, specifying the behaviour of each component algorithm.
There is a need to consider if the algorithm is probabilistic or deterministic, the
values taken as inputs and what the outputs will be and the correctness
requirements.
b. Specify a security model. A security model will define what a computationally
bounded adversary is allowed to do and when, and what it means to break the

scheme. The capabilities of an adversary will usually depend on a typical practical
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use of the cryptographic scheme. The security models can take the form of a game
between an adversary A and a challenger C, where C answers oracle queries to A,
or the form of an experiment. Experiments are used to model what inputs are given
to the adversary and how they are generated. A value of 0 or 1 is returned
depending on the output of the adversary and the security of the cryptographic
scheme will be measured in terms of the advantage of an adversary in achieving
the security goal specified by the game or experiment.

c. Show a reduction. Given the underlying primitive or computational hardness
assumption it is possible to show that the only way the adversary can break the
scheme, with respect to a given security model, will be by breaking its underlying

hardness assumption.
2.3.2 Random Oracle Model Versus Standard Model
2.3.2.1 Standard Model

In cryptography, the standard model refers to a computational model where a given
adversary can be defined by the computational resources at hand and the cumulative time
taken (Dharminder & Mishra, 2020). Security schemes that are proven secure using the
complexity assumption are said to be secure in the standard model. Several schemes have
been proposed and proven to be secure in the standard model however some of the
schemes have been proved not to be secure as initially declared. Some popular and
practical secure schemes in the standard model are the signature schemes by (Boneh &
Franklin, 2003; Cramer & Shoup, 1999). Security schemes secure in the standard model
are computationally more expensive than random oracle-using schemes (Kurosawa &
Desmedt, 2004). According to (Koblitz & Menezes, 2015) the concept leads to
questionable use of the term “standard” and they found that all of the non-ROM
constructions have potential security weaknesses that were not present in the original
ROM-versions. In reality adversaries with unlimited computational resources and time do

not exist.
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2.3.2.2 Random Oracle Model

The concept of Random Oracle Model (ROM) was formalized by (Bellare & Rogaway,
1996) inspired by the need to provide rigorous security proofs for efficient cryptographic
primitives. The random oracle H is used as a black box that responds to a query for the
hash value of a bit-string M by giving a random value y = H(m). With every query of M,
the oracle makes an independent random choice while still keeping a record of its
responses and repeats the same response if the same M is queried again.

In the random oracle model, it is assumed that, the hash function is substituted by a random
function called random oracle. The random function is allowed access publicly. As a
result, in the random oracle model, the hash value cannot be computed by the adversary
(Liu et al., 2010). A sequence of games is used when proofing security of m in message
space M.

The security for cryptography primitives is typically defined as an attack game played
between an adversary denoted by A and an entity called challenger denoted as C who are
both probabilistic processes that communicate with each other where the game is modeled
in a probabilistic space (Shoup, 2004).

2.3.3 Security Models

In cryptographic schemes the security models can be defined in terms of an adversary who
is an efficient algorithm that attempts to break a cryptographic scheme. A security model
consists of two main parts: 1) definition of what it means for a cryptographic scheme to
be “broken”, and 2) the resources an attacker has to gain access. Hence, giving a formal
notion of what it means for a cryptographic scheme to be secure. If a cryptographic
primitive can be shown to be secure in presence of a powerful adversary then it can hold
up to weaker attacks.

The combination of attack goals and capabilities yield different notions of what it means
for a cryptographic scheme to be secure. The canonical security models for analysis of
public-key encryption and signature schemes are IND-CCA2 and UF-CMA. Formal
specifications of what it means for a scheme to be secure under these models is given by

the following definitions:
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2.3.3.1 Chosen Ciphertext Attack

This form of attack is called an adaptive chosen ciphertext attack and sometimes known
as midnight or lunchtime attack (Cramer & Shoup, 1998). The adversary denoted as A is
considered to consist of two separate parts or stages conducted by two adversaries. The
adversaries are type-1 and type-Il adversary denoted as A; and A;; respectively and are not
allowed to communicate directly. When running 4,, it is given Alice's public key PK, as
input, and returns two messages of its own choice, as well as any state information it wants
to pass on to A. One of the messages is then picked at random without the knowledge of
the adversary and encrypted with PK, . The second stage, 4,;, is run with Alice's public
key PK,, the state information from A and the encrypted ciphertext as input. It returns a
single bit, attempting to guess which of the messages had been encrypted. During the
entire simulation, the adversary is allowed to query a decryption oracle for any ciphertext,
with the restriction that it may not decrypt the challenge ciphertext itself. If the advantage
of A at distinguishing between the encrypted messages is negligible in the security
parameter k, then the scheme is considered to be secure. When this form of attack is
adaptive then it is denoted as CCA-II else it is denoted as CCA-I.

2.3.3.2 Chosen Message Attack

In this form of attack an adversary denoted as A is given Alice's public key PK,, and
attempts to create a message/signature pair (m, s) that is valid under this key. During the
simulation, the adversary is allowed to query a signing oracle with any message, with the
restriction that (m, s) is considered an invalid forgery if m was ever queried to the oracle.
If the success rate of an adversary in creating valid forgeries are negligible in the security
parameter k, then the scheme is considered to be secure. This attack is usually denoted as
CMA.
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2.3.4 Public Key Encryption

Public key encryption also known as asymmetric encryption was introduced 1976 by
Diffie and Hellman (Diffie & Hellman, 1976). In their proposed concept, each person
makes use of a pair of keys, one called the public key and the other called the private key.
The public key is kept in the public domain while the private key is kept as a secure secret.
The key distribution problem is solved since all communications require only public keys
and not the private key. If two parties are communicating, let’s call them Alice and Bob.
When Alice wants to transmit a secret message to Bob, she looks up Bob's public key in
a public directory, then uses it to encrypt the message and sends it Bob. Bob on the other
hand will make use of his private key to decrypt the message and read it. No adversary
listening in can be able to decrypt the message. The concept of public key encryption

enables anyone to send an encrypted message to Bob but only Bob can read it.

2.3.5 Hash Functions

Cryptographic hash functions can be used for many purposes; the most common use of
hash functions is data integrity. The characteristic nature of a cryptographic hash function
makes it a good tool for checking integrity of a message. Cryptographic hash functions
are collision resistant, one-way and have a fixed length output.

According to (Tchorzewski & Jakdbik, 2019), applications of hash functions may include
message integrity checking, digital signatures, authentication procedures and other
information security related applications. Cryptographic hash functions map an arbitrary-
length message string to fixed-size message string called hash value. Hash function H is
required to be one-way and collision resistant. It is one-way if it is computationally
impossible if, given hash value x = H(M) it is not possible to recover message M and is
collision resistant only if no program can find a collision in H. A formal definition of a
hash function is given as follows:

A hash function is a function H: D — R, where the domain D = {0,1}* and the range
R ={0,1}" for some n > 1 while a keyed hash function is defined as: A keyed hash
function is a function H,: D — R, where K = {0,1}* is the key space and R = {0,1}" for

somen=>1.
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Characteristics of a cryptographic hash function

a) Collision resistance: Hash function H is collision resistance if it is difficult to find
x,x" € D such that x # x" and H(x) # H(x').

b) Preimage resistance: Hash function H is preimage resistance if given rz € R it is
difficult to find x € D such that H(x) = r.

c) Second preimage resistance: Hash function H is second preimage resistance if given
if given x € D itis difficult to find x" € D such that x # x" and H(x) # H(x").

2.4 Approaches for optimizing security schemes

2.4.1 Hybrid approach

This approach requires a scheme to be composed of both asymmetric and symmetric
scheme. With the need for improving the security systems for the WSN, (Abdullah et al.,
2018) proposed a hybrid security protocol for WSN. In 2019, (Bhushan & Sahoo, 2019)
proposed an Integrated IDS scheme (11S) that integrates clustering along with digital
signature for efficiently securing WSNSs. There scheme employs symmetric cryptography
to ensure efficient data security.

To ensure lightweight signcryption, (Yu & Yang, 2017) applied the technique of
certificateless hybrid signcryption to an elliptic-curve cryptosystem, and construct a low-
computation certificateless hybrid signcryption scheme. While (Igbal et al., 2019)
provided a heterogeneous online/offline signcryption for WSNs. Other schemes that have
combined advantage of two or more cryptographic primitives have been proposed as
discussed in (Sivasundari & Ramakrishnan, 2019; Mohamed et al., 2020).

2.4.2 Tailored Approach

Tailoring allows a security scheme to be modified to efficiently work in an identified
environment. Many traditional schemes have been modified to work in resource
constrained environments such as WSN. (Venkataraman & Sadasivam, 2019) proposed
an efficient digital signature scheme where the computational cost of the original ECDSA
was reduced by removing inverse operation in both key generation and the signing
algorithm. The security of scheme is guaranteed through the process of hidden generator

point concept.
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In 2016, (Li et al., 2016) also gave a certificateless signcryption scheme by modifying
the scheme by (Barreto et al., 2008). Their proposed access control scheme was able to
satisfy ciphertext authenticity and public verifiability. The research approach intents to
use the modified approach to achieve an efficient signcryption scheme for wireless sensor

networks.

2.5 Public Key Cryptography

The proposal of public-key cryptography is one of the greatest in the history of
cryptography. In the early days and perhaps to the current times, all cryptographic
schemes have been based on the simple tools of permutation and substitution. (Diffie &
Hellman, 1976) are the first to propose the theory of public key cryptography.
Mathematical functions are the foundation of public-key algorithms and permit the use of

two separate keys as compared to private key encryption, which uses only a single key.

2.5.1 Characteristics of Public Key Cryptosystems

Public Key Cryptosystems to be effective they exhibit the following characteristics:
i. It makes it impossible to recover the decryption key given only access to the
cryptographic algorithm and the encryption key.
ii.  Any of the two mathematically related keys can be used for encryption, with the

other used for the purpose of decryption

2.5.2 Public Key Infrastructure

Public Key Infrastructure denoted as PKI is the common method used to authenticate
public keys. In PKI system, Certificate Authority who is a trusted party who is responsible
for establishment and verification of the authenticity of public keys. A typical PKI consist
of the following components: Certificate Authority (CA), Registration Authority (RA),
Certificate repository and certificate management system.

The CA creates, manages, stores, distributes and revokes digital certificates. CA might be
a part of creating public key pairs and sending it to a user over a secure channel. The CA
binds public key with respective user's identities through a digital signature with its private

key and stores it in a repository. Users can also create their own public key pair and
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transfer them to the CA through a secure channel then the CA creates the required
certificates. CA must verify the identity of the user before granting

corresponding public-key certificates, in a WSN a base station can perform the work of a
CA. The RA performs initial authentication and acts as the verifier for the CA before a
digital certificate

is issued to the user. Certificate repository is basically a directory where certificates with
their public keys and Certificate Revocation Lists are stored. The fact that PKI is

inefficiency in terms of computation it makes it impractical for use in WSN.

2.5.3 ldentity-Based Cryptography

In 1984, (Shamir, 1984) introduced the notion of Identity based cryptography but until
2001 it was an open problem (Mandal et al., 2016). In 2003, (Boneh & Franklin, 2003)
presented the first practical Identity Based Encryption (IBE) using bilinear pairing over
elliptic curves.

The ID-Based cryptography reduces the requirement of public key certificates with the
help of a trusted third party known as a public key generator (PKG) whose role is to
generate and issue private keys of all of its users so that only these users can decrypt the
ciphertext and that provides the implicit in certification. Hence, it reduces the space and
time complexity which makes the solution advantageous especially for WSNs (Nguyen et
a., 2015).

Indeed, any sensor nodes can generate the public key of other nodes when needed to
establish a secure communication using their identities. In addition, the revocation
mechanism is supported by consulting the list of valid sensor identities. Though
advantageous, ID- based schemes are still vulnerable to key-escrow attacks because the
PKG knows the private keys of all communicating nodes within the network. It can

masquerade as any node and consequently intercept all the communication in the system.

2.5.4 Certificateless Cryptography

In 2003, (Al-Riyami & Paterson, 2003) introduced the concept of certificateless public

key cryptography (CL-PKC) to address the issue of key escrow while still avoiding use of

certificates where the private key is partitioned into two partial keys. A trusted third party
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known as a key generator center (KGC)takes the user’s identity together with a master
secret key as input and generates a partial private key and forwards the partial private key
to a valid user. The user will choose a random secret value and combine the random secret
value with the partial private key to generate a secure full private key. The user’s public
key is no longer computable from the identity of the user. If a sender wishes to send a
message to a designated receiver in certificateless environment, the sender has to obtain
the correct public key of the designated receiver. However, it does not require the
authentication of receiver’s public key and no need of the certificates. The cost efficiency
of certificateless signcryption can be very useful in areas such as wireless sensor networks,
mobile ad hoc networks among other areas (Mandal et al., 2016).

2.6 Mathematical Background of Elliptic Curve Cryptography

Elliptic curves are applied in diverse areas of mathematics, this can range from complex
analysis to number theory and cryptography. Elliptic Curve Cryptography (ECC) is a
public key cryptosystem that was independently discovered by Victor Miller (Miller,
1985) and Koblitz (Kobiltz, 1987) in 1985 as an alternative mechanism for implementing
public key cryptography.

EC cryptosystems are equivalents of existing public-key cryptosystems in which modular
multiplication is replaced by elliptic curve addition operation. One can construct elliptic
curve encryption, key agreement and signature schemes by making analogs of DSA, El-
Gamal and Diffie-Hellman.

An elliptic curve can be defined by an equation with two variables with coefficients. In
cryptography, coefficients and variables are restricted to use of only elements in a defined
finite field, this results in a defined finite abelian group. They are referred to as finite
abelian group since they are described by used of cubic equations, more similar to those
used for computing the circumference of an ellipse. In elliptic curves a cubic equation can
take the following form, known as a Weierstrass equation:

y2 +axy+by=x3+cx*+dx+e (D
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where values a, b, ¢, d and e are real numbers and both x and y take on values in the real
numbers. It is sufficient to limit ourselves to equations of the form:
y2=x3+ax+b (2)

Such equation is said to be cubic because the highest exponent is 3. Elliptic curves also

contain a point of infinity denoted as O. Figure 2 shows an example of elliptic curves.

Figure 2: Elliptic Curve

It can be shown that a group can be defined based on the set E (a, b) for specific values of
aand b in Equation 2, provided the following condition is met:
4a® +27b% # 0 (3)

The condition A # 0 is used to ensure the smoothness of the elliptic curve, that is, there
are no points at which the curve has two or more distinct tangent lines. To define the
group, an operation is defined, called addition and denoted by +, for the set E (a, b) which
is an abelian group, where a and b satisfy Equation 3. In geometrically, the rules applied
for addition are stated as follows: If there are three points on an elliptic curve that exist on
a straight line, their sum is set as O. With such knowledge, one can now define the rules

that can be applied in addition over an elliptic curve.
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2.6.1 Finite Fields

A finite field is composed of a finite set of elements that together with two operations of
binary referred to as addition and multiplication that satisfy certain given set of arithmetic
properties (Johnson et al., 2001). The number of elements in the field is known as the

order of a finite field.

2.6.1.1 Finite Field of the form GF,
The finite field F, can be defined as a prime finite field containing p elements. The

elements of F, are represented by the set of integers:
{0,1,...,p—1}
Where addition and multiplication are defined as

i.  Multiplication: if a,b € F,, then a-b = cin F, where c € [0,1,..,p—1] is a
reminder when integer a - b is divided by p, i.e a - b = ¢ mod p. Multiplicative
identity is integer 1.

ii.  Addition: if a,b € F,, then a+b=cin F, where c€[0,1,..,p—1] is a
reminder when integer a + b is divided by p, i.e a + b = c mod p. Additive
identity is integer 0.

2.6.1.2 Finite Field of the form GF(ym)
The use of Finite FieldF,= implies 2 finite field containing 2™elements withm > 1. The
set of integers modulo 2™ for > 1 is not a field. Elements of F,m should be represented

by the set of binary polynomials of degree m — 1 or less.

{@mo1Xx™ L+ +am ox™ 2+ +agx + agia; € {0,13}.
Multiplication and addition and defined in terms of irreducible binary polynomial f(x) of

degree m referred to as reduction polynomial.

i.  Multiplication: if a = a1 x™ 1+ +ag, b = by x™ 1+ +by € Fom, then
a+'b=cin Fym where ¢ = ¢;,,_1x™ 1 +- +¢, is the reminder when the ab is
divided by f(x) with all the coefficient arithmetic performed in modulo 2.

ii.  Addition: if a = ap_x™ 4+ 4ag, b = by x™ 1+ +by € Fym, then a +

b = cin Fym where ¢ = ¢ x™ 1 4+ +¢o With ¢; = a; + b; (mod 2)
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2.6.2 Abelian
An abelian group G sometimes denoted by{G, } is a set of elements with binary operation
denoted by{-} that associates to each ordered pair(a, b) of elements in G an element(a -
b) in G, insuch a way that the following axioms are observed.
i.  Closure, if a and b belong to G, then a - bis also in G.
ii. Associativea-(b-c)=(a-b)-cforalla,b,cinG.
iii.  An Identity element is an elemente in Gsuchthata-e =e-a = a.
iv.  An Inverse element for each a in G there is an element a’ in suchthata - a’ = a’ -
a=e
v. Commutativea-b =b-aforall a,binG.

2.6.3 Elliptic Curves

Elliptic Curves over F,m

F,m is characterized by 2 finite field and a,b € F,m satisfy b # 0 . where the curve
E(F,m) over F,m is defined by parameters a, b € F,m. The equation:

y2modp =x3+ax?+b in F,m is used together with extra point called infinity
represented by o.

Elliptic Curves over Fp

Elliptic curve cryptography makes use of elliptic curves in which the variables and
coefficients are all restricted to elements of a finite field for a prime curve over F. A
cubic equation always used in such a way that the variables and coefficients take on values
within the set of integers from 0 through p — 1 and in which calculations are performed
modulo p

For elliptic curves over E, , as with real numbers, a limit is set to equations of the form of
Equation 2, but in this case with coefficients and variables limited to F, as shown equation

4.
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y2modp =x3+ax+ bmodp (4)

It comes with an extra point called infinity represented by o and integers a, b € E, should
satisfy 4 - a3 + 27 - b2 £ 0 (mod p).

Elliptic Curves requires much smaller keys compared to other primitives as shown by
Table 2, this directly translates to important savings in bandwidth and memory
requirements making it most preferred for the development of cryptographic primitives

for resource constrained devices.

Table 2: Key sizes for ECC and RSA for equivalent security levels

Cryptosystem KeySize (bits)
ECC 160 224 256 384 512
RSA 1024 2048 3072 7680 15360

To create a cryptographic system using elliptic curves, one needs to find a “hard problem”
corresponding to factoring the product of two primes or taking the discrete logarithm.
Consider equation Q = wP where Q,P € E,(a,b) andw < p. It is relatively easy to
calculate Q given w and P but it is hard to determine w given Q and P and this is what
is called discrete logarithm problem for elliptic curves.

Consider the group E,3(9,17). This is the group defined by the equation y?mod 23 =
(x3 + 9x + 17) mod 23. What is the discrete logarithm w of Q = (8,7) to the base P =
(16,5)?. The simplest approach is to use brute force through multiples of P until Q is found
as shown below:

P = (16,5); 2P = 920,20); 3P = (4,14); 4P = (19,20); 5P = (13,10); 6P =

(7,3); 7P = (8,7)because 7P = (8,7) = Q therefore w = 7 however, in real application
w would be a large number that cannot be discovered through brute-force technique.

2.6.4 Group law for elliptic curves

According to (Fang et al., 2017) group law for elliptic curves define a group over elliptic

curves where:
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i.  The elements of the group are the points of an elliptic curve;

ii.  The identity element is the point at infinityo ;

lii.  Addition is given by the following rule: given three aligned, non-zero points P, Q
and R, theirsumisP + Q + R = O P + Q = —R. This operator is both associative
and commutative, P+ (Q+R)=(P+Q)+R=Q+ P+ R = 0. An abelian
group based on the points set over elliptic curve is achieved.

iv.  The inverse of point P is the one symmetric about the x-axis. Assume that P(x,
¥),Q(x2,¥2) € E,(a,b), the reverse of point Pis-P,—P = (x,—y)and P + 0 =
P,P+(=P)=0,0 —P = (x2,y2) — (x,¥) = (x2,¥2) + (x, —y).

2.6.5 Point Addition

Point addition is when two distinct points are added on the elliptic curve to get a third
point, which by virtue of its group property, lies on the curve too. The addition of points
on an elliptic curve is defined by Chord and Tangent rule. Let P = (x4, y,) Q = (x5, y,)be
two distinct points on anelliptic curveE whereR = P + Q and P + (—P) = 0. The sum
R, of Q and P, is defined as follows: Draw a line connecting P and Q extend it to intersect
the elliptic curve at a third point. The negative of the third point is given as the sum of R.
The negative of a given point is defined by reflecting the point on the x-axis. The double
R, of P, can be defined as follows: When the tangent line to the elliptic curve at P is
drawn, allow it to intersect the elliptic curve at given a second point. Then the double R
is the reflection of this point about the x-axis.

X :<3’2—3’1
3 xZ_xl

)2 ()’2—3’1
— X1 — Xy and y3 = 2

ICEEAEEN G

2 X1
2.6.6 Point Multiplication

Point Multiplication also known as scalar multiplication is the arithmetic operation which
computes kP where k is an integer and P is a point on elliptic curve. It is done by repeated
addition. For example, Q = kPmeans Q is obtained by adding Pk times to itself (p +
p + p....k times). Cryptanalysis involves determining k given P and Q. This is a

dominant operation in the execution time of elliptic curve cryptographic schemes.
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3x2 + a\’ 3x2 +a
X3 = —_ ) - 2%, and y3; = St (X1 — x3) — ¥1. (6)
2y1 2y,

2.6.7 Point Doubling

This is an operation that returns to the case where you find the point R on a curve such

that R = 2P. Coordinates of R can be obtained by employing the following formulas:

g = 3pi+a
Zpy

, Ry = s* —2p, and Ry:S(px_rx)_py- (7
2.6.8 Elliptic Curve Computational Assumptions

In elliptic curve cryptography, security relies on the hardness assumption used in the
design of the cryptographic scheme. Below are some computational assumptions used in
cryptography:

Definition 2.6.8.1 (ECDLP): Let G be a cyclic group and P be its generator of order q.
Given < P,aP > € G for unknown a € Z, . If A is a PPT adversary its advantage in
solving the ECDLP is defined as AdvE¢PLP(A) = Pr[A(P,aP) = ala € Z,

The ECDL assumption is that for any PPT adversary A the above advantage is negligible.
Definition 2.6.8.2 (CDH): Computational Diffie-Hellman problem. Given < P, aP, bP >
€ G for unknown a, b € Z; the computational deffie hellman problem is determined
by abP € G

If A is a PPT adversary its advantage in solving the CDH is defined as Adv¢PH(4) =
Pr[A(P,aP,bP) = abP|a,b € Z, . The CDH assumption is that for any PPT adversary
A the above advantage is negligible.

Definition 2.6.8.3 (DDH): Decisional Diffie-Hellman problem. Given < P, aP, bP,cP >
€ Gforunknown a, b, ¢ € Z,, . Returns true if ab = ¢ mod p

Definition 2.6.8.4 (GDH): Gap Diffie-Hellman problem. Given that the DDH problem is
easy in G, solve an instance of the CDH problem < P,aP,bP >€ G.Let G be a cyclic

group and P be its generator of order g. Given (aP, bP,cP) € G forunknown a,b € Z,.
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With the help of DDH oracle which on input (aP, bP,cP) outputs 1 if ¢ = ab mod q,
else it outputs 0.
Definition 2.6.8.5 (W-DH): Weak Diffie-Hellman problem. Given instance < P, Q, sP >

€ G and some s € Z,, the output sQ is considered.

2.7 Digital Signatures

Digital signatures form the core of secure digital communications. The idea of digital
signatures based on asymmetric cryptography was put forward by (Diffie & Hellman,
1976). A digital signature is a cryptographic primitive used to proof data origin
authentication, non-repudiation and data integrity. The idea behind digital signature is to
give an electronic means for replacement of handwritten signatures. Digital signatures
provide an assurance to the receiver that the data received was transmitted by the assumed
party. Data integrity plays an important role in virtual platform. It is important to protect
data from unauthorized alteration and digital signatures provide us with the means to
verify data received from a sender.

In public key cryptography, a digital signature is constructed from two different digital
keys commonly known as a key pair. Each key pair is composed of a private key only
known by the signer and a public key that the intended recipient must have knowledge of.
The two keys are mathematically related but can be used separately. The algorithm works
in such a way that it is computationally impossible for a third party to recover the private
key given a user’s public key. Figure 3 by (Kerry, 2013) show a general message signing
and verification process.

With the current technological advancements, digital signatures are used in various digital
platforms to validate data ownership and authenticity. The use of digital signatures is
becoming widespread. A well designed digital signature scheme can expedite the process
of maintaining the obligation of the digital signatures in justice. Digital signature assures
the traceability of electronic transactions during authentication process (Butun and
Demirer,2013).
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Figure 3: Digital Signature Process (Kerry, 2013)

2.7.1 Digital Signature Framework

Digital signature is defined by a tuple algorithms(SetUpps, KeyGenps, Sps, Vps)
defined as follows:
a. SetUpps: This setup algorithm that takes as input a security parameter 1% and
outputs necessary public parameters.
b. KeyGenpg :Key Generation Algorithm, is a probabilistic-time algorithm which on
input a security parameter k, produces pair( P,S) where P is called a public key (pk)
and S is a secret key that are used in the signing and verification algorithm.
c. Sps (sk,m): Signing Algorithm Y, with public domain parameters and a private
key in hand the signing algorithm receives a message m and the private key sk, and
outputs a signature 6= X, (m)
d.  Vps(pk,m,se): Verification Algorithm Vs which receives a candidate signature 6,
a message m and a public key pk and returns an answer as to whether the signature for

the message m is valid or not.
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2.7.2 Digital Signature Requirements

a. A Digital Signature must be derived from the message signed.

b. Must be relatively easy to produce a digital signature.

c. Must use information that is unique to the person signing.

d. Must be easy to recognize and anyone can verify the signature.

e. Must be difficult to forge a new message for existing digital signature and a

fraudulent digital signature for a given message.

2.7.3 Signature Mathematical Problem

Modern day digital signatures can be classified according to the high underlying
mathematical problem, which provides the basis for their security:

Definition 8 Integer Factorization (IF) problem: Given parameters n, p and g. where p and
g are two large prime numbers it is easy to compute the product n, n=pg however, given
nits not easy to factor the product n to arrive at values for p and g. The RSA digital
signature schemes that fall under this classification.

Definition 9 Discrete Logarithm Problem: Let q be a prime number and a be a non-zero
integer. given a® mod g an adversary must determine k given a and a*, this is the discrete
logarithm problem.

Definition 10 Elliptic Curve Digital Logarithm Problem: Let E be an Elliptic curve
defined over a finite field F;, a point PeE (F;) of order n and a point Q € (P) . Find the
integer ke [0,n — 1] such that @ = kP. Integer | is called the discrete logarithm of Q to
the base P which is denoted as k=Q .

2.7.4 Signatures and Hash functions

A cryptographic hash function is a polynomial-time function denoted as H:{0,1}* —
{0,1}™and is used to map a message of arbitrary length to a string of a fixed length some
times referred to as a message digest or hash value. A hash function required to satisfy the
following characteristics:

Pre-image resistance: Given a hash value y €Y, it should be infeasible to find a

preimage x € X such that h(x) = y.
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Second Preimage resistance: Given element x; € X, it should be impossible to find a
different element x, € X such that h(x;) = h(x,). Note that there exists minimum
difference between preimage resistance and second preimage resistance. The difference
can be significant from a practical point of view. Hash functions have an output rule that
limits the latitude of an adversary in hash computation, making it more difficult to avoid.
The first preimage attack will need to overcome these complexities, while the second
preimage attack has an opportunity to copy the parts from the challenge message.

Strong collision resistance: It is infeasible to find two elements x;,x, € X such that
h(x,;) = h(x,).Note that this is not the same as second preimage resistance as here, both

x,and x, can be chosen by the adversary.

2.7.5 RSA

The RSA algorithm was developed in the year 1977 by Ron Rivest, Adi Shamir and
Leonard Adelman at the Massachusetts Institute of Technology. RSA algorithm is based
the concept factorization of numbers, the larger the sequence of numbers you have, the
more you are protected. RSA is a cryptographic primitive used to encrypt or decrypt data
it also has the capacity to sign and verify messages. In RSA the security of the signature
and encryption is dependent on the choice of cryptographic hash function used to compute
the signature.

2.7.6 Digital Signature Algorithm

The Digital Signature Algorithm (DSA) relies on the strain of computing discrete
logarithms and is based on schemes originally presented by Elgamal and Schnorr. The
strengths of DSA over the Elgamal digital signature scheme are that the digital signature
is 320-bit long and is not susceptible to some attacks that are a threat to the Elgamal
signature scheme. The main weakness of the discrete logarithm attacks is that a scheme

based on the hardness can be vulnerable if the ephemeral key is reused.
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2.7.7 Elliptic Curve Digital Signature Algorithm

In 1985 a signature scheme known as The ElGamal (Elgamal, 1985) was developed as the
first Discrete Logarithm-based signature scheme. In 1989, using the Fiate heuristic based
on zero knowledge (Schnorr, 1989) proposed a zero-knowledge identification scheme. In
(Nyberg et al., 1994) a new digital signature scheme DSA was proposed, the scheme was
based on a mixture of Schnorr and the EIGamal schemes. Their scheme was later modified
to the Elliptic Curve Digital Signature Algorithm (ECDSA) under the elliptic curve
setting.

The security of ECDSA is pegged on the hardness of Elliptic Curve Discrete Logarithm
Problem (ECDLP) which has become popular over the past decade. The use of elliptic
curve as its base has made it harder than the DLP and the factoring problem used in RSA
based schemes. In ECC a scalar point multiplication given by Q = dP where Q and P are
two points on a given elliptic curve. Finding the value of d is a harder problem since point
multiplication is meant to act as a one-way function (Barekar & Hande, 2012).

The harder problem is the ECDLP occurs when the coordinates of Q and P on a given
elliptic curve are known and the value of d needs to be computed. This ECDLP problem
becomes harder as the size of domain parameters continue to increase. According to
(Faquih et al., 2015) the size of the underlying finite field is larger than 160 bits the
computation of ECDLP becomes computationally infeasible and the security of the
original ECDSA is rooted on the complexity of the discrete logarithm problem (Braun &
Kargl, 2007).

Table 2 compares security strength of RSA and ECDSA in terms of key length given the
same level of security. In ECDSA each signer must generate two of keys, one private and
one the other public. The signer generates the two keys by first selecting a random
integer,d € [1,n— 1] and computes Q = dG which is a point in elliptic curve, the
sender’s public key is Q and private key is d.

The process of signature generation and signature verification in the Elliptic Curve Digital
Signature Algorithm is shown in Algorithm 1 and Algorithm 2 below:

35



Algorithm 1 ECDSA- Digital Signature Generation

1. Select a random or pseudorandom integer k, k €z [1,n — 1]

2. Compute point P = (x,y) = kG and r =x mod n. If r =0 then goto step 1
3. Compute e = H(m), where H is the SHA-1 hash function

4. Computes = k™' (e + dr)modn.Ifs =0 then goto step 1

5. Return (r,s)

Algorithm 2 ECDSA- Digital Signature Verification

Verify that r and s are integers in the range 1 through n - 1

Using hashing algorithm, compute the 160-bit hash value e = H(m)
Compute w =s mod n

Compute u; = ewandu, = rw

Compute the point X = (x1,y1) = u;G + u,Q If X = 0, reject the signature

I L O A

Compute v = x;mod n

Accept signature only if v=r

2.8 Signcryption

Security is a mandatory feature in all forms of digital communication. When sending a
message, it is important to ensure authenticity, confidentiality, integrity and non-
repudiation can be achieved through communication. Other features increasingly
becoming desirable in digital communication are forward secrecy and public verifiability.
These features can effectively be achieved through the concept of encryption and digital
signature.

Signcryption is a public key cryptographic primitive that is able to achieve both the
functionality of signing and public key encryption in a single logical step (Nayak, 2014).
The traditional process of signing then encrypting a message has been found through
research to be inefficient in terms of number of bits generate, computational operations
and size of the entire package (Zheng, 1997).

In the signcryption scheme, the sender generates a ciphertext of the message. The sender

sends the ciphertext to the intended recipient. When the recipient receives the ciphertext,
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he derives the original message through his private key. The cost of computing drastically
reduces compared to the traditional signature-then-encryption approach (Zheng, 1997,
Singh & Vaisla, 2014). A signcryption scheme should always produce a ciphertext that is
much shorter than the traditional combination of a digital signature and public-key

encryption ciphertext.

2.8.1 Formal definition of a Signcryption scheme

Definition 2.8.1.1 (Signcryption): A signcryption scheme was introduced by (Zheng,
1997) and it can be defined as a tuple of four probabilistic polynomial time (PPT)
algorithms (Setup, KeyGen, Signcrypt, Unsigncrypt)  with ~ the  following
functionalities:
i. Setup(k) — params. Given security level parameter k, this algorithm will output
system parameters params.

ii. KeyGen(params) — (SKs, PKs), (SKg, PKR). The public and private key for
both sender and receiver are generated by this algorithm.

iii.  Signcrypt(params,SKs, PKs, PKz, M) — o or L Given the public key and the
full secret key of the sender, the public key of the receiver and a message M, this
algorithm will return either a ciphertext o or error L.

iv.  Unsigncryption(params,SKg, PKs, PKg, o) — M'. Given the ciphertext o, the
public key of both sender and receiver, private keys of the receiver, the algorithm
return message M’ or error L.

In a signcryption application the number basic algorithms affect the corresponding
computation and implementation complexity and may cause the signcryption application
not to be applicable in some resources-constrained environments such as embedded
systems, sensor networks, and ubiquitous computing. Motivated by this, a lot of research
work is currently focused on development and implementation of lightweight primitives
for resource constrained environments.

The conventional signcryption users are required to choose their own private keys and
compute corresponding public keys then submit them to a Certificate Authority (CA) for

issuance of digital certificates. This creates a need for digital certificate management
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infrastructure known as public key infrastructure (PKI) which can be cumbersome to
maintain. Signcryption can offer two main security features: confidentiality and
unforgeability. The two main security features can be defined depending on whether the
adversary is an insider or outsider.

Definition 2.8.1.2 (Outsider IND-CCAZ2): Let A = (44, A,)be an adversary against the
confidentiality of signcryption scheme with security parameter k. Confidentiality of the
signcryption scheme can be defined via IND-CCA2 security game as follows:

PP « Setup(1%)

(pks, sks) < KGg(1)

(pks, sks) < KGr(19)

(m0,m1, w) « AfS’O”(pkg, sk$)

C* < SC(pkp, sks,my)

if[mg| # |my| then C* <L

f'e A% (C, w)

Output f'

Where signcryption oracle Os and the unsigncryption oracle 0 are defined as
Os(pkg,m) = SC(pkg, sks, m) and Oy (pks, C) = USC(pks, skg, C)

With the condition A2 cannot query Oy (pks, C*). The advantage of the attacker can be

defined as
Advg" = "NP (k) = |Pr[EXPTJ* = "NP=1(k) = 1] — PrlEXPTJ**"™NP=0(k) = 1]].

The signcryption scheme is said to be outsider IND-CCA2 secure if Adv3*t~ VP (k)

Is negligible in k for every PPT adversary A.

Definition 2.8.1.3 (Insider IND-CCAZ2): Let A = (4,4, A,)be an adversary against the
confidentiality of signcryption scheme with security parameter k. The insider
confidentiality of the signcryption scheme can be defined in the following security game:
PP « Setup(1%)

(kg skg) < KGr(1%)
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(m0, m1, pks, sk5, ) < A7 (pkp)
C* « SC(pk}‘i,sk},mf)
if [mg| # |my| then C* <L
f' e Ag”(C*, w)
Output f'
Where the unsigncryption oracle Oy is defined as 0y (pks, C) = USC (pks, skp, C) and
adversary A,cannot query Oy, (pks, C*). The advantage of the adversary can be defined as
AdviIND (k) = |Pr[EXPT/INP=1(k) = 1] — Pr[EXPT/INP=0(k) = 1] |.
The signcryption scheme is said to be secure against insider IND-CCA-2 if Advi*~ NP (k)
is negligible in k for every PPT adversary A. The adversary has knowledge of sender’s
secret key and the should be attacking the receiver’s keys.
Definition 2.8.1.4 (Outsider UF-CMA): Let A be a PPT adversary against the integrity
of a signcryption scheme with security parameter k. Then the outsider unforgeability of
the signcryption scheme is captured via the following securitygame.
PP « Setup(1%)
(pks, sks) « KGs(1)
(pkg, skg) < KGr(1¥)
C* « A%50U(pk}, skg)
Output 1if
my #L1 for m* « USC(pks, skg, C*)
Else Output 0,
Where signcryption oracle Os and the unsigncryption oracle 0, are defined as
Os(pkg,m) = SC(pkg, ski,m) and Oy(pks, C) = USC(pks, skg, C)
The adversary’s advantage can be defined as
Adv3*t=UF (k) =Pr Pr [EXPT*"UF (k) = 1].
The adversary is not allowed to query Os(pkg, m)

The signcryption scheme is said to be secure against insider UF-CMA if Adv3*t~UF (k)
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is negligible for every PPT adversary.
Definition 2.8.1.5 (Insider UF-CMA): Let A be a PPT adversary against the integrity of
a signcryption scheme with security parameter k. Then the insider unforgeability of the
signcryption scheme is captured via the following security game.
PP « Setup(1%)
(pks, sks) < KGs(1)
(pkg, sk, C) < A% (pks)
Output 1if
my #L for m* « USC(pkg, skg, C*)
Else Output 0,
Where signcryption oracle Og is defined as Og(pkg, m) = SC(pkg, skg, m)
The adversary’s advantage can be defined as
AdviYF (k) =Pr Pr [EXPT/™UF (k) = 1].

The adversary is not allowed to query Os(pkg, m)
The signcryption scheme is said to be secure against insider UF-CMA if Advi*~YF (k)
is negligible for every PPT adversary.

2.8.2 ldentity-Based Signcryption

ID-based signcryption is mainly composed of four algorithms setup, extraction, signcrypt
and unsigncrypt. Given a sender A and receiver B with identities u, and u,;, respectively,
the scheme works as explained below (Dharminder & Mishra, 2020):

Setup: At first, the PKG inputs an appropriate security parameter (k), then generates
corresponding public parameters params. The PKG publishes the parameters while
keeping master-key secret.

Extraction: A user sends his own identity and requests the corresponding private key.
Furthers PKG executes extraction algorithm using his master-key and computes a private-
key d; corresponding to the identity u;.

Signcrypt: A runs algorithm Signcrypt( params, m,d,, u,) = o then sends the output o

to the receiver.
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Unsigncrypt: When the receiver B gets o, Bexecutes the algorithm Unsigncrypt(

params,o,dp, u,) = m to recover the corresponding message. In 2003, (Boneh &

Franklin, 2003) formalized the ID-Based cryptography by proposing an ID-based

encryption scheme that was proven to be secure against Chosen Cipher Attack in the

random oracle model (Dutta et al., 2004).

2.8.3

Certificateless Signcryption

A certificateless signcryption scheme consist of six algorithms: Setup, Set-Public key,

Partial Private Key Extract, Set Private Key, Signcryption and Un-signcryption

algorithms. The description of each probabilistic polynomial time algorithm is as follows:

Vi.

Setup(1¥): The algorithm is run by KGC with security parameter k to output
master secret key s and system parameters params.

Set-Public Key: On input of user’s secret-valuex;and system parameterparamsthe
algorithm returns users public key P;

Partial Private Key Extract: On input of user identity ID;, user public keyP; ,
master secret key s and KGC public key the algorithm computes d; as partial
private key then delivers d; to the user.

Set Private Key: This algorithm accepts input of system parameter params, user’s
partial private key d; and secret value x;. The algorithm returns user’s full secret
key SK;.

CLSC Signcryption: This algorithm takes the private key of sender, message m;, the
identity of both sender IDgand receiver ID,.and their respective public keys P; to
compute ciphertext o

CLSC Unsigncryption: On input of ciphertext o, system parameter params and
receivers secret key x,. .The un-signcryption algorithm returns a message m; or a

symbol 1 for invalid.

A consistency requirement is defined as:

o < Signcryption(params, m)

then
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m « Unsigncryption(params, o)

According to (Barbosa & Farshim,, 2008) in CLSC it is worth considering confidentiality
and unforgeability in the IND-CCA-1 / IND-CCA-II and UF-CMA-1I/UF-CMA-I1I under
the following types of attackers.

Definition 2.8.3.1 (Type 1 Adversary): This models an adversary who is not in
possession of the KGC's secret key. The adversary is denoted as A;. This adversary is not
permitted to extract the partial secret key for ID,. or 1D, if the public key of this identity
has been replaced before the challenge cipher was issued.

Definition 2.8.3.2 (Type Il Adversary): This scenario models a curious KGC against
which it is important to preserve confidentiality. The attackers can generate partial private
key without running the partial secret key extraction oracle since he has the knowledge of
msk. The adversary is not allowed to replace the public key for ID,. or 1D before the start
of challenge.

The security is modeled through a game between the challenger and the adversary with
regards to the two types of attacker IND-CCA2-I1 and IND-CCA2-I1 for purpose of
confidentiality. Let the adversary of both types are denoted by A; and A,;respectively. In
the game the adversaries will interact with the Challenger denoted as C and keep a record
of responses to queirs.

According to (Shoup, 2004) when proofing security using the sequence of games approach
one needs to constructs a sequence of games, Game 0, Game 1,..., Game n, where the
original attack game is Game 0 with respect to a give attacker and cryptographic primitive.
It is desirable that the changes between successive games are very small as possible to

ensure analysis of change is as simple as possible.

2.9 Related Work

In order to meet security needs of sensor nodes on resource constrained environments,
lightweight cryptographic algorithm designed well is the key to constructing a riskless
WSN scheme. (Zhong et al., 2016) propose an improved elliptic curve cryptography
digital signature scheme for use on WSNSs by optimizing the signature generation module

of ECDSA, however they were unable to reduce the number of point additions and
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multiplication in the verification algorithm. (Zhang et al., 2011) developed a variant of
ECDSA. (Sarath et al., 2014) found their scheme’s signature generation and validation
phase more complex and time consuming.

In 1997, (Zheng, 1997) introduced the concept of signcryption, he developed a
signcryption scheme that was based on EIGamal cryptosystem that logically combined the
functionality of digital signature and encryption. The scheme managed to reduce the cost
of computation up to 50 % and the cost of communication up to 85 % compared to the
tradition schemes which applied Signature-then-Encryption. The scheme requires
complex interactive zero-knowledge proof to validate the non-repudiation and has no
forward secrecy of message confidentiality (Nguyen et al., 2015; Ashraf et al., 2014)
proposed a signcryption scheme based on ECC with lower computational cost which was
later evaluated by (Toorani & Baheshti, 2009) who proved that it involves several security
flaws, the scheme has weak session key establishment. (Singh & Vaisla, 2014) proposed
a lightweight signcryption scheme based on ECC although they proofed that the scheme
provided most of security goals including public verifiability it requires use of PKI for
certificate management making it not suitable for WSNs.

Securing data in WBANSs means that data cannot be accessed or altered by unauthorized

persons. The security framework for a WBAN should support authorization,

authentication and accountability for effective control of user access. This makes access

control an important element for successful adoption of WBAN services (Chatterjee et

al., 2013). However, effective implementation of an access control scheme in WBANSs

has been cited as a major problem (Shen et al., 2018). Zhou et al. (Zhou & Huang, 2010)

proposed a constant size ciphertext policy from Attribute-Based Encryption (ABE) where

size is not sensitive to the number of attributes in access control policies. However, Ali

et al (Ali et al., 2020) found their scheme provided only a threshold access control policy

and did not provide a flexible access structure. Ali et al. (Ali et al., 2020) went on to

propose a lightweight fine-grained access control scheme for a WBAN. They put forward

an ABE scheme based on lightweight encryption and decryption mechanism. To achieve

a more secure data communication in WBANSs environment, Hu et al. ( 2016) proposed

an access control scheme that was based on Attribute Based Encryption and a digital
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signature. Their scheme was able to achieves a role-based access control by employing
an access control tree. An access control that is context-aware bundled with a feature of
anonymous authentication and a Hybrid CLSC scheme was proposed by (Arfaoui et al.,
2019). Their security scheme exploits a transformation between and Attribute Based
signcryption and an ID-based signcryption scheme in order to provide an adaptive
privacy while meeting the security requirements. In 2013 (Hu et al., 2013) proposed an
efficient approach to secure extra-body communication in WBANS. The approaches used
in (Zhou & Huang, 2010; Ali et al., 2020; Arfaoui et al., 2019 and Hu et al., 2013) are
based on ABE. However, the ABE requires costly cryptographic operations (Li & Hong,
2016) and is not suitable for use on resource constrained environments such as sensor
networks (Li et al., 2010).

To prevent adversaries from exploiting WBAN services, (Narwal & Mohapatra, 2020)
designed a mutual authentication and key agreement scheme for a two-tier WBAN that
was energy efficient. In 2014, (Ma et al., 2014) used a signcryption scheme to construct
an access control scheme for sensor networks. Their security scheme was based on the
traditional public key infrastructure concept. However, the use of public key
infrastructure has a serious problem of certificate management and therefore not suitable
for use on resource constrained devices (Luo et al., 2018).

A lightweight Identity (ID) based encryption scheme for WBANSs was designed by (Tan
et al., 2009). Their approach was to allowed sensors to independently generate their
public keys on-the-fly using an arbitrary string. In 2020 (Ramadan et al., 2020) gave a
secure and efficient ID-based encryption scheme based on the RSA assumption while
(Cagalaban & Kim, 2011) proposed an efficient access control scheme for use on WBAN.
In their approach an ID-based signcryption was used to resolve data authentication
problem. It has the advantage of chosen ciphertext security and enables group members
to be stateless receivers in their communications. In 2020, (Shuai et al., 2020) discussed
an authentication method for WBAN that was based on ID-based cryptography. Their
approach eliminated online third-party participation and was suitable for multi-server

architecture. ID-based schemes have an inherent key escrow problem and are not suitable

44



for resource constrained devices since they present an element of vulnerability (Li et al.,
2018).

A survey on WBANSs was put forward by (Abidi et al., 2020) where they showed the
importance of availability, authentication, confidentiality and integrity when
implementing a secure WBAN. The use of certificateless signcryption in the design of an
access control schemes provides the ability efficiently satisfy authentication,
confidentiality, integrity, availability and non-repudiation with lower computation and
energy cost (Li et al., 2016; Li et al., 2018). In 2016, (Li & Hong, 2016) proposed an
access control scheme that was able to achieve user anonymity, confidentiality,
authenticity, integrity and non-repudiation (hereafter called LH). They improved a
signcryption scheme earlier proposed by (Barreto et al., 2008) and used it in the design
of their access control scheme to achieve ciphertext authenticity and public verifiability.
In 2014, (Liu et al., 2014) proposed an access control scheme using certificateless
signature scheme for WBANS, their scheme was able to achieve user anonymity.
(Sukanya et al., 2017) also improved the scheme by (Barreto et al., 2008) and proposed
a trustworthy access control scheme for use on WBANSs that was able to provide non-
repudiation, confidentiality, authenticity, integrity and ciphertext authenticity. In 2016,
(Lietal., 2016) also gave a certificateless signcryption scheme by modifying the scheme
by (Barreto et al., 2008). They used the modified scheme in the design of a secure access
control scheme that was able to satisfy ciphertext authenticity and public verifiability.

A novel CLSC scheme was proposed by (Li et al., 2018) in 2018. They proofed the
security of their CLSC scheme in the random oracle model (ROM) and later used the
scheme to design an anonymous and cost-effective access control scheme for the WBANS
(hereafter called LHJ). Their proposed access control scheme was able to achieve
confidentiality, integrity, authentication, anonymity and nonrepudiation. However, the
schemes by (Li et al., 2018; Li & Hong, 2016; Sukanya et al., 2017) makes use of bilinear
pairing cryptography. The computational cost of a pairing operation is complex and can
be a burden when implemented on wireless sensor nodes (Gao et al., 2019). The major
concern in WBANS is cost minimization and energy minimization when implementing

access control schemes (Pawar & Kalbande, 2019). WBANs are not capable of
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performing energy-intensive and complex cryptographic operations, hence the need to
develop solutions that will reduce energy consumption and communication overheads
(Zou, et al., 2017). To overcome the challenges posed by use of pairing cryptography on
resource constrained environments and the problem of key escrow, In 2019, (Gao et
al.,2019) designed an access control scheme based on a certificateless signcryption
scheme for use on WBANSs (hereafter denoted as GPJ).

2.10 Research Gap

Wireless sensor networks have attracted a lot attention in recent years. They consist of
autonomous sensor nodes. The sensors are portable and they have the capacity to sense,
process and communicate data making them ideal for use in numerous application areas.
One major limitation of a Wireless Sensor Network is that they are resource constrained
in terms of storage capacity, energy consumption, communication range and
computational capability. This limitation is a critical factor to consider when
implementing security protocols on WSNs.

Traditional security solutions often come with expensive cryptographic operations that
consume rapidly the power available on resource constrained devices such as sensors
leading to reduced life-time dedicated to applications (Singha et al., 2022). Elliptic curve
cryptography has been proposed as efficient for use on resource constrained environments.
However, the standard digital signature scheme known as ECDSA that falls under ECC
has been cited as inefficient in computation. There is a need to improve the verification
process of the ECDSA. Several researchers have proposed different variants of the digital
signature scheme. However, the schemes proposed are still too complex in computations
or insecure (Shim, 2017).

Signcryption provides us with an efficient approach to both signing and encrypting data
and several signcryption schemes exist that make use of PKI or ID-based (Boneh &
Franklin, 2003; Huang & Yang, 2017). The literature review in this thesis has discussed

limitations of those schemes and shown that it is more efficient to develop schemes that
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are not dependent on PKI or ID-based concepts and the benefit of using certificateless
cryptography.

Though certificateless cryptography affords an opportunity to develop efficient and secure
schemes, most certificateless signcryption schemes are not optimized for use on WSNSs.
Most of their construction leads to complex computation and lack of ciphertext
authenticity (Li et al., 2018) or they do not address all the basic security goals (Costa et
al., 2017; Wahid & Mambo, 2016; Won et al., 2015). This thesis proposed a more
lightweight and secure certificateless signcryption that addresses basic security goals and

ciphertext authenticity for WSNs.
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CHAPTER THREE

THE METHODOLOGY
3.1 Research design

The design of the study was quantitative. Experiments were conducted to generate data
for the purpose of evaluating the performance of the proposed cryptographic schemes
against other related schemes.

The research used theoretical and simulation empirical techniques to evaluate the
performance of the proposed cryptographic primitives. The theoretical technique was used
to identify the gaps in the existing literature on digital signature and signcryption schemes.
The empirical technique was used to design or model related existing cryptographic
primitives and the proposed cryptographic primitives through simulation experimental

technique.

3.2 How the Research Objectives have been achieved

The first objective was to determine the techniques that can be used to adopt traditional
digital signature primitives for use on WSNs. The aim was to identify the best techniques
to adopt in this research. The research looked at comprehensive literature on cryptographic
schemes and their construction. This led to the discovery of different techniques that have
been used to adopt cryptographic schemes for use in resource constrained devices. The
strengths and weaknesses of each method were identified and the best technique was

determined and adopted.

The second objective was to design an efficient digital signature scheme, a variant of the
ECDSA. Through a study of the original ECDSA, the strengths and weaknesses of the
ECDSA were identified and a new variant of the ECDSA was designed as shown in
section 4.2.2. Through experiments the performance of the proposed digital signature

scheme was compared with the ECDSA as discussed in section 4.2.4.

The third objective was to use the proposed signature scheme in the design of a
certificateless signcryption scheme. A comprehensive study on related literature review

was undertaken to highlight how best to construct an efficient and secure signcryption
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scheme. The research did a cryptanalysis of the scheme by (Wei & Ma,2019) from where
an efficient certificateless signcryption scheme was constructed as discussed in section
4.4.5. A certificateless pairing free signcryption scheme based on the proposed digital

signature scheme was also constructed as discussed in section 4.5.2.

The fourth objective was to test the efficiency and security of the proposed schemes. The
performance was tested in terms of efficiency in computational time, energy consumption
and communication overhead. The performance of the proposed digital signature scheme
was tested as discussed in section 4.2.4. ROM was adopted as a suitable approach in
proving the security of the proposed signcryption schemes as discussed in section 4.5.3
and 4.6.1. The performance of the signcryption schemes against other related schemes is
discussed in section 4.4.7 and 4.5.5.

3.3 Testing

The following operations contribute to the computation cost of a cryptographic scheme:
The number of 1) elliptic curve point multiplication operation,2) elliptic curve point
addition operation, 3) modular exponentiation operation, 4) modular inverse operation, 5)
modular multiplication operation, 6) modular addition operation and 7) one-way or keyed
one-way hash function (Singh & Vaisla, 2014). The hash function and Encrypt/Decrypt
of symmetric crypto are negligible in both the proposed digital signature and the

signcryption schemes.

3.3.1 Simulation software and tools

The simulation software and tools were used in this research as an alternative way of
implementing and testing new concepts. They provided an avenue to perform repetitive
performance analysis evaluations of the proposed cryptographic schemes. Cooja simulator
was used to emulate wireless sensor nodes. Cooja simulator is supported by the Contiki
operating system (Dunkels et al., 2004). Contiki is an operating system developed for
networked environments. It is designed to support hardware devices that are severely
constrained in terms of processing power, communication bandwidth and memory. The
operating system comes with a sensor simulator called Cooja that is used to simulate

sensor nodes. A typical Contiki system has communication bandwidth in the range of
49



hundreds of kilobits/second, memory and processing speed measured in the order of
kilobytes and mega Hertz respectively.

3.3.2 Performance Analysis

The performance analysis of the proposed digital signature scheme and signcryption

schemes was evaluated as explained below:

3.3.2.1 Digital Signature Scheme

The proposed scheme was simulated on a MICAz mote. A MICAz mote is based on the
low-power 8-bit microcontroller ATmegal28L with a clock frequency of 7.37 or 8 MHz
and was run on Contiki operating system. The Securities Exchanges Guarantee
Corporation (SEC2, 2000) proposed recommended curves and domain parameters in
(Brown D. L., 2010). The experiment was conducted for both the signature generation and
verification process over prime field curves secpl28rl, secpl92rl, secp256rl and
secp384rl. The impact of the message size on the execution time was found to be
negligible. The research compared the time taken by ECDSA and the proposed digital
signature scheme in signing and verifying signatures in each round. Further, the scheme
was used to design a broadcast multi-user authentication scheme for WSN and a
certificateless pairing-free authentication scheme for WBAN whose performance was
tested against other related schemes by (Omala et al., 2017) and (lzza et al., 2018). The
tests were based on an approach adopted from (Liu et al., 2014) for the purpose of making
the research work reproducible.

Computational analysis

The proposed schemes were evaluated in terms of computation cost against other related
schemes. This research considered expensive Elliptic Curve operations: point
multiplication, point addition, pairing operations and modular inverse operations used in
the construction of the proposed schemes and other related schemes. The research looked
at how many operations were used to generate a ciphertext or signature and how many
operations were used to achieve verification or unsigncryption. Each Elliptic Curve

operation was evaluated based on running time and energy consumption.
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Communication efficiency

In the communication analysis this research looks at the communication cost involved in
transmission of data in terms of total length of data transmitted which has an effect on
energy cost. The proposed schemes were compared with other related pairing-free
schemes based on ECC. The simulation considered a MICAz mote (Ali etal., 2011) which
has a clock speed of 8 MHz with a 8-bit processor ATmegal28L and a data rate of 12.4
kbps. The operating system used was the TinyOS where the power level of the MICAz
sensor is given as 3.0 V. The current draw in active mode is 8.0 mA, receiving current
draw is 10 mA and the sending current draw is 27 mA (Cao et al., 2008; Wander et al.,
2005).

Energy cost

In the evaluation of the energy consumption of the proposed scheme against other related
schemes, the research primarily considered scalar multiplication of the elliptic curve
cryptography. Other ECC operations are ignored as they are negligible (Shim, 2007). The
impact of communication cost on energy consumption for received and transmitted a
message of n bytesare W, =V X I, xn x 8/rand W, =V X I, X n X 8/r respectively.
The voltage is denoted as V' while I. denotes the current draw for receiving, I, is the
current draw for transmitting and r denotes the data rate. When a wireless sensor node
adopts a flooding method to broadcast a message. The Wireless Sensor Network will only
transmit its message once and will receive message N times, where N represents

neighboring sensor nodes.

3.3.2.2 Signcryption Scheme

The efficiency of the proposed signcryption schemes was evaluated in comparison with
other related schemes in terms of energy consumption, communication overhead and
computational cost on a MICA2 mote as discussed in section 4.5.5. In computational cost
only a point multiplication in G;, pairing operation and exponentiation in G, are
considered. Arithmetic operations and hash function were not considered since they do
not have high computational cost (Cui et al., 2007). The power consumption on MICA2
is computed as W =V I «T where W denotes power in millijoules, voltage is
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represented by V, the current draw is denoted by I in milliamps (mA)and T denotes time

in milliseconds(ms).

3.4 Security Analysis

The research looks at security from the perspective of Type-l1 and Type-Il. Type-I
adversary does not have access to the secret master key and is considered as an outsider.
A Type-I1 adversary is considered as an insider adversary who has access to the master
secret key.

There are two ways to proofing confidentiality security in chosen ciphertext attack (CCA).
(1) The CCA-I notion can be adopted where an adversary is given access to a decryption
oracle before receiving the challenge ciphertext or (2) The research can adopt CCA-II
where the adversary has access to the decryption algorithm before and after receiving the
challenge ciphertext. The CCA-II is a stronger and an adaptive notion. In this research
confidentiality security of the proposed signcryption schemes was tested through the
Random Oracle Model (Koblitz & Menezes, 2015) and they were proved secure in CCA-
I notion. The unforgeability property of the proposed schemes was tested in existential
unforgeability under Chosen Message Attack (EUF-CMA). A signcryption scheme is said
to be EUF-CMA secure if no polynomial probabilistic time bound adversary Typer-1 and
Type-Il denoted as A; and A,; respectively that can win the ROM game with a non-

negligible advantage.
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CHAPTER FOUR

RESEARCH RESULTS AND DISCUSSIONS

4.1 Introduction

This chapter provides the results of this thesis in terms of the proposed schemes. It covers
the performance evaluation of the proposed digital signature scheme and signcryption
scheme compared to other related schemes. Further, it provides the foundation and
security analysis of the proposed signcryption scheme and a discussion of an application

scenario.
4.2 A certificateless pairing-free Authentication protocol for WBAN
4.2.1 Introduction

In this chapter, A digital signature scheme that is a variant of the original ECDSA and
apply the scheme in the design of an authentication scheme for WBAN (Kasyoka et al.,
2020) is presented. Further, an analysis of the performance of the proposed scheme in

comparison with other related schemes is given.

4.2.2 Proposed Digital Signature Scheme

This research has proposed an elliptic curve digital signature scheme that is more efficient
in signing and verification process compared to the original ECDSA. The proposed
scheme has reduced number of elliptic curve operations in both the signature generation
and the verification process. One of the goals of this research was to improve
computational efficiency in the signing and verification process making the scheme
adaptable for use on resource constrained environments such as WSNs while still ensuring
the security of the scheme.

4.2.2.1 Key Generation

In the key generation phase each signer must generate a pair of keys, one private and one
public. The signer, let us call him Bob, generates the two keys using the following steps

where G is a cyclic group of E(F;) generated by point P, with prime order n and identity

0, H: — {0,1}, Z™ collision resistant hash function.
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1. Select arandom integerd,d [1,n — 1]
2. Compute Q = dP.This is a point in the elliptic curve, Bobs public key is Q and
private key is d. At this point z = d~1 precompute and from the private key d.

4.2.2.2 Signing and Verification

Algorithm 3 - Digital Signature Generation

Step 1. Select integer k, k € [1,n — 1]
Step 2. ComputeR =k - P

Step 3. Compute e = H(m)

Step 4. Computes = z- (e - k)mod n

Send pair is (R, s)and message m

Algorithm 4 - Digital Signature Verification

Step 1. Verify that s are integers in [1,n — 1]
Step 2. Compute e « H(m)

Step 3. Compute w « s-e ! modn

Step 4. Compute X « w - Q;

Step 5. If X = R accept signature else reject.

4.2.2.3 Digital Signature Correctness

The correctness of the proposed scheme is as follows:

X=k-G
sdG = ekG
s-Q =ekG
=(e7'5)Q
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4.2.3 Security Analysis

I.  Message Integrity Threats: Should an active adversary make changes to
the original message; the message will be rejected during the verification
process as H (m')~! # H (m)~'that is required to recover value w.

ii.  Total Break: If an attacker obtained message m and (R,s) and wants to obtain
the private key d by he will firsthave to solve z = (H (m)=*k)/sto
get the inverse of d, k is randomly selected ephemeral integer and so this will
not be possible.

iii.  Signature Malleability: In signature malleability from a given message signature
pair, one can be able to derive a second signature of the same message. The
standard ECDSA is not secure against signature malleability. Given kP =
(x1,y1) it makes use of information about x; ,x; mod n but not the y,which
would imply f(R) = f(—R)and a message m can have two signatures, that is
(m,r,s) and (m,r, —s)as explained by (Pointchevel et al., 2002) where any point
with similar (x;,*) can be used to derive the second signature. Signature
malleability is not possible in the proposed scheme as the full point f(R) with

exact (x4,y,) will be require for signature to be accepted.

4.2.4 Performance Analysis
4.2.4.1 Experimental Tool and Platform

The experiment was implemented on Contiki 2.7 (Dunkels et al., 2004) which is an open
source operating system for the Internet of Things that connects tiny low-cost, low-power
microcontrollers to the Internet. It runs on tiny microcontrollers and allows us to develop
resource efficient applications while providing low-power wireless communication
applicable on a range of hardware platforms. Contiki comes equipped with Cooja which
is a tool that allows developers to test their code and systems on a simulator before they
can run it on the target hardware.

The proposed scheme was simulated using the same characteristics of the sensor MICAz.
The MICAz mote operates within the 2.4 GHz ISM band and is compliant with IEEE
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802.15.4. It is based on the low-power 8-bit microcontroller ATmegal28L with a clock
frequency of 7.37 MHz and was run on Contiki operating system (Dunkels et al., 2004).
The Securities Exchanges Guarantee Corporation (SEGC) proposed recommended curves

and domain parameters in (Brown, 2010).

4.2.4.2 Cost Analysis
Given that the cost of an Elliptic Curve initialization is E. The time consumption of

plus/subtract operation is denoted as E1, multiply operation E2,
modular arithmetic operation E3, Hash operation E4 and E5 for modular inverse. The
cost comparison of the proposed scheme against the original ECDSA is shown in Table 3.

Table 3: Cost Comparison

Scheme Operation Cost Comparison

ECDSA Generation E+n(E1+3E2+2E3+E4+EDS)

Verification E+n(E1+4E2+2E3+E4+ED)
Ours Generation E+n(3 E2+E3+E4+E5)

Verification E+n(2E2+E3+E4+E5)

4.2.4.3 Computational Efficiency

In the signature generation and verification process test was conducted for each curve
using a similar approach as used in (Nguyen et al.,2015). The impact of the message size
on the execution time was found to be negligible. This research compared the time taken
by ECDSA and the proposed scheme to sign and verify signatures in each test. Test was
performed on efficiency in terms of computation time where time was measured in
milliseconds. The proposed digital signature scheme was able to achieve a 11% marginal
improvement in signing process which can be attributed to the precomputation of d~ in
the signing process and a 19.3% improvement in the signature verification process which
can be attributed to the reduction in the number of elliptic curve operations in the

verification process. Experimental results for the signing process, verification process and
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average time taken to verify in secp128rl, secp192r1, secp256rl and secp384rl are shown
in Figure 4 and Figure 5, Table 4 and Table 5 respectively.

Table 4: Average Signature Generation Time

Sample 1 Sample 2 Sample 3 Sample 4

secpl28rl secpl92rl Secp256rl Secp384rl
ECDSA 1.56 4.4 10.05 30
Proposed Scheme 1.4 3.52 9 27
Difference 0.16 0.88 1.05 3

in seconds

Table 5: Average Signature Verification Time

Samplel Sample 2 Sample 3 Sample 4
secpl28rl secpl92rl Secp256rl Secp384rl

ECDSA 1.95 4.6 13.2 32.45
Proposed 1.5 35 9.0 27.4
Scheme

Difference In 0.45 1.1 4.2 5.05
seconds
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Figure 4: Signature Generation Time
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Figure 5: Signature Verification Time
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4.2.5 Application Area

A WBAN is based on a wireless sensor network (Jian et., 2016) and comprises of a data
sink, a Trusted Authority (TA) and an interconnection of multiple sensors (Anusya et al.,
2018). Through a minor surgery the sensor nodes used in WBANs can be surgically
implanted inside a patient’s body or they can be attached surface of a patient’s body. In
other circumstances they can also be used as external nodes that do not have contact with
the patient’s body (Khalilian et al., 2016). Figure 6. Shows the network model of the

proposed authentication scheme.
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Figure 6: Network Model

4.2.5.1 Proposed Authentication Scheme for WBAN

In this sub section, an authentication scheme that is based on the proposed digital signature
scheme is presented. Table 6 show the system notation used in the proposed authentication

scheme. The authentication scheme is made up of three phases:
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e Initialization: In this phase, the Network Manager has the task of selecting the
cryptographic hash functions, the system parameters and sets its secret and public key.
NM publishes the system parameters, hash functions and the public key.

e Registration: In the registration phase a PDA or a smartphone acts as the client
denoted as C and is used to control all the sensor nodes in WBAN. Both the
Application Provider denoted as AP and the client C set their private and public keys
then register their details with the NM.

e Authentication: In this phase, before C can be allowed to transmit patient’s

physiological data both the client C and AP authenticate each other.

Table 6: Notation of Symbols

Notation Description

Poup Public Key for Network Manager

NM Network Manager

C WBAN Client
AP Application Provider
Xc Private Key for Client
Xap Private Key for Application
Provider

PK, Public Key for Client
PK,p Public Key for Application

Provider
sk Session Key
tt; Timestamp

H(") One-way function
M; Message

v Signature
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Initialization

The Network Manager denoted as NM who acts as a KGC,will be required to select an
elliptic curve E (F,) over finite field F, where the E(F,) is defined by the chosen system
parameters. NM chooses randomly a master secret key msk where msk € Z; and
computes its general public keyP,,,, = msk - P and defines secure cryptographic hash

functions:Hy: {0,1}' X Gy = Z;, Hy:Gy > Z; , Hp:Gf x {0,1}* - Z;

Hs:{0,1} x
Z; > Z;, Hy: Gy X Z; - Zzand Hs: {0,1}* x Z; — Z;. The Network Manager publishes
the system params as {P,Gy, Pyup, E(F,), Ho, Hy, Hy, H, Hy, Hs} Where value 1
represents the length of an identity.

Registration

The registration process allows the WBAN client € and AP to register with the network

manager NM.

AP Registration

1. An AP with identity ID,p € {0,1}* sends its identity to NM.

2. Onreceiving IDyp , NM computes ppap = msk. Ho(1Dap, Ppyp )mod q as the partial
private key for AP and secretly sends pp,4p t0 AP.

3. When the AP receives pp,p it verifies its validity by checking if equation pppP =
Ppub.Ho(IDAP,Ppub) holds. If it holds, it will randomly choose a secret value
X4p Er Zg then set sx,p = ppyp - x4p mod q as its secret key. The AP will compute
PK,p = sx,p - P as its public key then proceed to set another secret value t,p =

sx > mod q. The full private key will be set as FK,p = (PPap, SXap, tap)-

WBAN Registration

1. The WBAN with identity 1D, € {0,1} sends its identity to NM.
2. On receiving ID; , NM computes pp; = msk. Hy(ID¢, Py, )mod q as the partial

private key for C and secretly sends the partial private key pp, to client C.
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3. When the C receives pp. it verifies its validity by checking if equation pp.P =
Ppub.HO(IDC,Ppub) holds. If it holds, it will randomly choose a secret value
Xc €Eg Zg then set sx¢ = pp¢ - xc mod q as its secret key. The AP will compute
PK. = sx. - P as its public key then proceed to set another secret value t. =
sxz 1 mod q. The full private key will be set as FK; = (ppc, Sxc, tc).

4. The client C will compute PKjp = sxcPKup + h - Py, for the AP it intends to

transmit data to. Note h = Hy (D¢, Ppyp ).

Authentication

There is a need for AP and C to authenticate each other before they can exchange
physiological data. Figure 7 shows the authentication process of the proposed scheme.
The authentication process is as follows:

1. Client C selects random integer k € Z; and computes n = k - t. then sets f =
H,(k - PK p) and ¢y = H,(PK, p, PK, D¢, 1D4p). The signature is computed as v =
(co"n)mod q. C set Auth, = H3(B,v) and sends service request message M; =
{v, Auth,, tt,} to AP.

2. When AP receives message M, at time tt,, it checks the validity of tt,. AP will reject
M, if tt, — tt; = AT , given that AT is the valid transmission delay time. If tt, is
fresh, AP will set ¢, = H,(PK;p, PK¢,1D¢,1D4p) then compute Q = (v - ¢y 1)sxyp -
PK. and sets Auth, = H3(H,(Q),v). The AP will check if Auth, = Auth, holds,
if it holds AP will compute Auths; = H,(sx4p - PK, v).The session key will be set
by the AP as sk = Hg(ttq,tt,, [D¢, ID4p, Auths)®H;(Q), and responds to client C
with the message M, = {Auths, tt,}.

3. Onreceiving M, at time tt5 client C will check if tt, is fresh, if it is not fresh message
M, will be rejected else C will compute Auth, = H,(sx¢ - PKp, V). Client C will
check if Auth; = Auth, and sets the shared session key as sk =
Hs(tty, tt,, IDc, ID4p, Auth,)®p.
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Correctness of the Scheme

The authentication correctness of the proposed scheme is as follows:
Q = (v-co')sxap - PK;

= (co n-cg') sxap - PK¢

= (co k- tc cogt)sxup* PKc

= (k ) tc)SxAp ) SxCP

=k- *SXyp * SXcP

sX¢
=k sxup- P

=k PKyp; Then Hi(k - PKyp) =

While the correctness of the session agreement is as follows:
Auths = Hy(sx4p - PK(, V)

= H,(Sxy4p " Sx¢ * P, V)

= Hy(sxc - PKpp,v)

= Auth,
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Client C Application Provider AP

selects k €5 77

n=k-t,

.B = Hl(k ’ PKAP)

v =(c,-n)mod q

Authy = Hy(B,v) M, = {v, Authy, tt,}

*  Check validity of tt,
Q=(v-cyt)sxyp - PK,
Auth, = Hy(H;(Q),v)
verify Auth, = Auth,

Check validity of tt,

Auth, = H,(sx; - PK,p,v)

verify Auth, = Auth,

sk = Hg(tt,, tty, ID,, ID,p, Auth,) BB

Figure 7: Authentication Process

4.2.5.2 Security Analysis of proposed Authentication scheme.
In this subsection, a pairing-free authentication scheme for WBAN can meet the security

requirements proposed in subsection 2.2.6 is proposed.
Theorem 1 The proposed scheme provides user anonymity

Proof: The client sends value v computed as v = (c,.n)mod q. The value ¢, contains
the identity of the client and is encrypted in value v. The adversary will need to know
value to recover c, , n is computed as n = k - t, where k is a secret ephemeral value t.
is a secret value only known to the client. Therefore, proposed authentication system

provides user anonymity.
Theorem 2 The proposed scheme provides Mutual Authentication

Proof: The attacker will need to solve Auth,; computed as Auth, = H;(f,v). From
theorem 1, the attacker will have to compute value n from two unknown values kand ¢,

and solve c,. If the attacker succeeds in Theorem 1 then he will have to compute S by
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solving DLP to find the value k* that satisfies the equation f = H; (k" - PK,p) for the
attacker to output a valid value S* that solves Auth, = Hs(f*,v) this will imply that

only the client can be the originator of the message.

Theorem 3 The proposed scheme provides forward secrecy.

Proof: The proof starts with the assumption that an adversary has access to private keys
of both the client C and application provider AP and has access to value v that was
obtained from a past session. The adversary will not be able to compute and output a valid
value v since it is computed using a random ephemeral key k . The value is known to the

client C.

Theorem 4 The scheme provides security against impersonation attack.

Proof: If an adversary intends to impersonate C, then the adversary must provide the
correct values for message M; = {v*, Authj,tt,} . AP will not be able to authenticate
Auth; as computing Q' = (v - ¢y V)sx,p - PK, and setting Auth, = Hy(H,(Q"),v*) will
not satsfy Auth, = Auth,.

Theorem 5 The proposed authentication scheme provides resilience to stolen verifier

attack

Proof: Given the fact that the proposed scheme does not maintain verification table, then

the proposed scheme is secure against stolen verifier attack.

Theorem 6 The proposed scheme provides unlinkability

Proof: In the proposed scheme a valid session can only be linked to 1D, of C by the AP
since the identity /D, is encrypted in value v . The value v will always keep changing

with every execution of the authentication algorithm.

Theorem 7 The proposed scheme provides known-key security.

If a past authentication session key sk is compromised, an attacker will have a negligible
advantage in compromising future authentication session key. Every time the
authentication algorithm is executed a unique sk will always be generated. The session
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key sk is composed of value Auth; that is generated using secret key sx; and value v .
Value v is unique with every authentication process executed. To recover sx; an attacker
with the knowledge of public key PK; will need to solve Discreet Logarithm Problem
(DLP) which is a hard problem.

4.2.5.3 Performance Analysis

The efficiency of the proposed authentication scheme with schemes by (Omala et al.,
2017) and (lzza et al., 2018). In the analysis, an approach proposed by (Liu et al., 2014)
is used where the running time of three cryptographic operations; EC scalar multiplication
operation, bilinear pairing operation and Hash operation denoted as Tsy, , Tp and Ty

respectively is shown in Table 7.

Table 7: Cryptographic running time

AP(ms) WBAN C(ms)

Ton 6.38 30.67
Tp 20.04 96.35
Ty 3.04 14.62

In 2017, to achieve a trusted security level (He et al., 2017) used super singular E (F,)
with order g over finite field F, where q and p represents two prime numbers with 160

and 512 bits respectively. The lengths of G, and G, are 1024 and 512 bits respectively
while the lengths of identity and timestamp are 32bits each and the authentication message
using message authentication code MAC is set as 1024 bits. The communication cost of
the proposed authentication scheme is shown in Table 8. Compared to the scheme by
(Omala et al., 2017), the communication efficiency of the proposed scheme is 77% and
84.2% in login and authentication respectively. The communication efficiency of the
proposed scheme compared to the authentication scheme by (lzza et al.,2018) is 74% in
login and 81% in the authentication phase. The running time of the proposed scheme

compared to schemes by (Omala et al., 2017) and (lzza et al.,2018) is shown in Table 9.
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As shown on Table 4, the proposed authentication scheme is 71.4% and 68.2% more
efficient in AP and C computations respectively compared to the scheme by (Omala et al.,
2017). The proposed scheme is computationally more efficient in € compared to the
scheme by (lzza et al.,2018) by 68.2%. However, their scheme registered the same level
of efficiency compared to the proposed scheme in AP. The results of the proposed scheme
are more desirable considering the fact that C is resource constrained and AP's servers are

not resource constrained.

Table 8: Communication Cost Comparison

Scheme Login Authentication
Omala et al.,2017 |Gy + Ty +z*Zy+ ID| |Gy + T, + Zg|
1024 + 322+ 2 %160 1024 + 32 + 160
~ 1536 bits ~ 1216 bits
Izza et al.,2018 |Zg + Gy + Zg + T4 |[MAC|
160 + 1024 + 160 + 32 ~ 1024 bits

~ 1376 bits
Ours |Z;; + Z;; + Ty |Z;; + Ty

160 + 160 + 32 = 352 bits 160 + 32 = 192 bits

Table 9: Performance Analysis

Scheme AP WBAN

Omala et al.,2017 7Tgy = 44.66 ms 3Tsy = 92.01ms
Izza et al.,2018 2Tgy = 12.76 ms 3Tsy = 92.01 ms
Ours 2Tsy = 12.76 ms 2Tsy = 29.24 ms
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4.2.6 Summary

WBANS have proven to be of great importance in the medical healthcare practice.
However, due to the resource constrained nature of WBAN, the implementation of their
security can be a major challenge that needs to be resolved fast enough to avert a disaster
in the society. In this thesis, an efficient pairing-free certificateless authentication scheme
was proposed. The proposed authentication scheme was evaluated against other related
authentication schemes and the results have shown that the proposed scheme is secure and
more efficient in terms of communication cost and computational overhead. The
efficiency of the proposed scheme makes it more suitable for use on resource constrained
environments such as WBANS.

4.3 Multi-user Broadcast Authentication scheme for WSN based on Elliptic Curve
Cryptography
4.3.1 Introduction

A slow signature verification process in a Broadcast Authentication (BA) scheme will
lead to high energy consumption that can impact negatively the life span of a sensor node
in a WSN. Broadcast authentication is an important feature in WSNs. Hence, it has
become important for us to develop efficient and lightweight broadcast authentication.
There is a need to guarantee basic security goals are achieved in a more efficient manner
especially on resource constraint devices or environments.

Efficient authentication schemes based on symmetric cryptography do exist (Mansoor, et
al., 2019; Ghani, et al., 2019). A sender and its receivers share the same secret key, there
is a chance that one of the receivers can impersonate a sender and transmit forged
messages to other receivers. This problem is inherent in all symmetric cryptographic
schemes and to overcome the problem public key encryption is used (Chang et al., 2006).
In public-key infrastructure (PKI) the users’ public keys are bound to the respective users’
identities by means of public-key certificates that are issued by a Certificate Authority
(CA) (Shim, 2007). The signature of the Certificate Authority on the certificate is used for
the purpose of preserving the authenticity of the public key of a corresponding user. The

CA keeps a record of the identity of a user together with the user’s own public key so they
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can be used later to verify the user’s public key. The CA also performs certificate
management activities such as certificate issuance, certificate renewal and certificate
revocation (Subhas et al., 2019). Certificate management has been shown to lead to extra
storage, large computation and communication costs (Gayathri et al., 2018).

The use of the original ECDSA is not appropriate for achieving mutual authentication
between the entities like the sink, cluster heads and sensor nodes (Moon et al., 2016).
Speeding up of ECDSA’s signature generation process and verification process is a
problem of great importance. To this end, this research proposes a new broadcast
authentication scheme for WSN with message recovery that makes use of the proposed
efficient elliptic curve digital signature scheme.

4.3.2 Proposed Signature Protocol

With a slight modification of the proposed variant of the ECDSA, this research proposed
a signature protocol with message recovery property that consists of four phases: Setup,

key generation, signature generation and signature verification.

4.3.2.1 Set Up

Given security parameter y, an elliptic curve E (F,) is selected which is defined over finite
field F, where p represents number of points on the elliptic curve. G is a cyclic group of
E(F,) that is generated by a generator point P € G, with prime order q . Pick a random
msk € Z; and compute P,,, = msp-P. Select a cryptographic hash functions
H;:{0,1}* —» Z; and H;:{0,1}* x G — Zthat are collision resistant. System parameters
are setas param < Fy, E,p, G, Q, Pyyp, Hy, H; > and the master secret key is msk.

4.3.2.2 Key Generation

The key generation process will proceed as follows: Select a random integer d €y Zg ,
given a user identity ID compute v = msk + H,(ID;,d), Compute Q = vP and z =
v~ mod q. Where Q is a signer’s public key and full private key is set as SK = (d, z).
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4.3.2.3 Signature Generation

Select integer k € Z;;Compute F = k - P; If F, =0 then go to start else, compute e =
med || E, where F, denotes the x-coordinate of point F = (x,y) ; c=
H,(e,ID,Pyyp);s = z- (c - k)mod q then sends signature as o =< F,s,e,c >. The
message m is not transmitted together with the signature generated as the proposed digital
signature scheme has a property of message recovery.

4.3.2.4 Signature Verification

Upon receiving o =< F, s, e, ¢ >, the verification process proceeds as follows:

Check if equation ¢ = H,(e, ID, Py,;,) holds, if it does not hold drop the message else
compute w = s-e"lmod q ; X = w- Q. If X = F then accept the signature received and
recover the message by computing m' = e®d || F, else reject the signature.

Correctness The correctness of the proposed scheme is as shown below:

X=w.Q=scQ=z(c-k)c'Q=z"k-Q=d* k-Q=d ' -k-dP
=k-P=F
4.3.3 Broadcast Authentication Scheme

The proposed scheme is made up of four parts: (1) Initialization, where wireless sensor
nodes are initialized by the sink; (2) Sensor addition, in which the sink generates a
public/private key pair for the new sensor node joining the sensor network; (3) Broadcast
authentication scheme, in which a wireless sensor signs a message and broadcasts it to the
neighboring wireless sensors and eventually the message relied to the sink as depicted in
Figure 8. (4) Sensor revocation process, which maintains a list of all the compromised
sensor nodes.

4.3.3.1 Initialization

The BS playing the role of a KGC selects an elliptic curve E over finite field F;, and P €

G of prime order q. BS defines a secure cryptographic hash functionsH;: {0,1}* X G X

G = Zg, Hy:{0,1}* > Z; , H3:{0,1}*> x G - Z;; and H,:{0,1} - Z; then selects secret
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key msk € Z; as its master secret key. The BS proceeds to compute its own master

public key as BS,; = msk - P, and sets another secret value z, = msk™' mod q .

4.3.3.2 Key Generation

In this phase, the private keys and public keys for each sensor node will be generated by
the base station. Given identity WS, = H,(ID) for a sensor node, the BS begins by
selecting a random value d; €g Z; proceed to compute v; = msk + H;(WS,p,, d;) then
sets public key for a sensor as Q; = v;P. A random value vt € Z is selected and set as
a common verification token for all sensor nodes in the network which can be changed
regularly by the BS. The private key for a sensor node will be set as SK = (d;, z;, vt)
wherez; = v~ mod q and vt is a general verification token. To reduce the amount of
communication overhead, all the sensor nodes before deployment to the WSN are pre-
configured with sensors’ information such as BS,.z;,d;, a list of public keys and
identities used by the sensor registered in the wireless network and the elliptic curve
parameters. To ensure each sensor node device is protected from physical device capture,
a user is allowed to select a secret password PW then use his/her PW to computes d’ =
H,(PW) 'd, z =H,(PW) 1z and vt' = H,(PW) lvt. Following the approach
proposed in (Cao et al., 2008), a user who wants to recover the private key will first have

to enter a valid password PW to recover (d, z, vt) from the stored (d', z’, vt").

4.3.3.3 Message Broadcast Authentication

To send an authenticated message to a base station in a WSN, a sensor with identity WS,

will proceed as follows:

Algorithm 5: Signature Generation

1. Choose a random value k € Z; and compute F = k - P;

2. If E. = 0 goto step 1;

3. Compute e = m;@®d; |l E, where m; is the message;

4. Compute ¢ = H,(e,WS;p, BSp,,vt) and output o; =<F,s,e,c> as the

signature.
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The sender will broadcast message < o;, WS;p, tt; > to the next hop where s is generated
using the signing algorithm of the proposed protocol and tt; is the current timestamp of
the sensor node signing the message. The proposed scheme has the property of message
recovery whereby message m; signed does not need to be forwarded together with the
signature. It can be recovery in the verification process of the proposed broadcast
authentication scheme. Message recovery technique will aid in minimizing
communication overhead by reducing on size of message transmitted over the wireless
network (Shim, 2007).

Messages will be signed once by the sender sensor node then forwarded to the BS by
the intermediate nodes. The neighbouring sensor node will verify the transmitted message
using the verification algorithm of the signing protocol and will forward to the next
neighboring sensor. As the same message moves along the network, it will be verified a
number of times by different sensor nodes until it reaches the designated BS. By reducing
the cost of operations in the signature verification phase of the proposed signature
protocol, the computational cost of each sensor node during the verification process will
be reduced. This will be due to the reduction of computational cost. Hence, the overall

energy consumption of the Wireless Sensor Network is significantly reduced.

4.3.3.4 Sensor Message Authentication

The authentication process for each sensor node before the message reaches the BS is
conducted as follows: When the neighboring sensor node receives < a;, WS;p, tt; > it
checks iftt; and WS;, are valid else drops. It will check if equation ¢ =

Hy(e,WS;p,;, BSpk, vt) holds, if it does not hold it will drop the message else it will

forward massage < a;, WS;p, tt; > to the sensor node in the next hop. A similar process
of verification will continue until the message reaches the BS. In an environment where
resources are constrained such as WSNs, speeding up the signature verification process is
a problem of considerable practical importance (Benzaid et al., 2012). The approach used
to validate c is ciphertext authenticity. It helps reduce the cost of computation of the
neighboring nodes by ensuring that they do not have to run the entire signature verification

process as prescribed in the proposed signature protocol.
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4.3.3.5 Base Station Message Authentication
When BSreceives < a;, WS;p, tt; > it checks for validity of the data as follows:

Algorithm 6: Signature Verification

1. BSchecks if tt; is fresh as per set time delay threshold else it discards the data.
2. Checks if WS,pis valid else drop data.
3. Run the proposed verification algorithm on the message received. If the

verification process is successful it recovers the message m; as m;' = e®d; || F,.
4.3.3.6 Revocation

A sensor node whose message fails the verification process are immediately reported to
the base station by the verifying sensor node where further investigations can be

conducted. If the node is found to have been compromised by an adversary it will be added
to the revocation list. The BS will generate a signature on message m = (WS,Dx||Rev),
where Rev is a revocation message and WS, is the identity of the compromised wireless
sensor node. It will selecting a value k €g Zzand compute F = k- P then encrypts
message m as e = m@®vt||Fy, c = Hsz(e,vt, BS,;) and set the signature as o; =<
F,s,e,c > . The base station will broadcast message Mg,.,, =< g;, tt; > to all sensor
nodes in the network, where s is a signature generated using the signing algorithm of the
proposed signature protocol and tt; is the current timestamp of the BS. When a sensor

receives the message Mpg,, it runs the process outlined in the proposed verification

algorithm to validate the message. If the verification process is successful, the sensor node
recovers m' = (WS, ||Rev) and adds WS, to its own revocation list. If the wireless

sensor receives a message from a sensor node whose identity is in revocation list it will

immediately drop the message.
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Figure 8: Broadcast Authentication Scheme
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4.3.4 Security Analysis

The proposed authentication scheme is secure against the following security properties:

a)

b)

d)

The proposed authentication scheme provides data confidentiality. The messages
forwarded from the WS, to the the BS are encrypted into ciphertext ¢ and signed
any attacker trying to intercept the communication will not be able to read its
content. The scheme provides message recovery and no plaintext message is
transmitted to the BS. Only the BS can decrypt the message communicated after
proofing its authenticity.

The proposed scheme provides security against Authenticity Threats. The
messages sent from the wireless sensor nodes to the BS are signed using the
private key of the sensor nodes. Any minor change in the message will alter value
s, e and c. Since, the approach used for signing is s = z - (¢ - k) the adversary will
need to provide a value ¢’ such that ¢’ = (s.z)/k . The value z and k are private
and k is a nonce that changes with every new message.

Message Integrity. If an active adversary makes changes to the massage m;, the
message will be rejected at the ciphertext authentication stage since ¢ = ¢’ =
H,(e',WS,p, BSyk, vt) will not hold.

Compromise Attack. A compromise attack can be resisted by use of password PW
. If an attacker could capture a wireless sensor node, the attacker can only get
encrypted user private keys (d', z’, vt"). The adversary will not be able to recover
(d, z, vt) since he/she has no access to user’s password PW.

Secure against Replay Attack. Assuming that the proposed protocol has a time
synchronization mechanism agreed between sensor nodes WS; and BS to enable
checking for data freshness. If an adversary was to intercept message and replay it
at time tt;s , assuming that the valid time delay is given as AT .The WS; and BS
will receive this message and check if tt;; —tt; > ATis within the allowed
propagation delay time, if it is not the message is assumed to be a replay attack
and dropped.
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f)

9)

h)

Denial-Of-Service Attack. A sensor node will only receive messages from pre-
authorized sensor node based on their WS;, . The broadcast message
communication of any wireless sensor node that fails the verification process will
promptly be discarded and reported to the BS. Each wireless sensor node is
allowed to authenticate a broadcast message from one sensor node at a time. A
wireless sensor node that is unable to validate the received broadcast for a given
number of times in a row, it will communicate the occurrence to the BS. The BS
will take the initiative of limiting its access to the WSN as it investigates the
incident.

User Anonymity. An adversary will not be able to know the identity of the user
since the sensor sends WS,, = H,(ID), which is not the actual identity of the
user/sensor. The message is encrypted as e = m;@®d; |l E, reducing the chances of
knowing any information that may lead to the identity of the person associated
with the sensor hence preserving user’s privacy.

Mutual Authenticity. All communicating parties are mutually authenticated with
each other. When a sensor B receives message {F, s, e,c, WSp, tt;} from sensor
A it has to validate that the message transmitted was actually generated by sensor
node A and vise versa. Hence mutual authentication is achieved.
Man-in-the-middle Attack. If an attacker intercepts a communication between
nodes the attacker will not be able to masquerade as BS or WS;. From the above
discussion it is clear that the proposed protocol can provide mutual authentication
and is secure against a reply attack hence, man-in-the-middle attack can be

thwarted.

4.3.5 Performance Comparison
4.3.5.1 Computational Analysis

This research evaluated the computational analysis of the proposed scheme against other
related schemes by (Cao et al., 2008) and (Bashirpour et al., 2018). Computational cost
based on time complexity of ECC operations with regard to modular multiplication as

summarized by (Bashirpour et al., 2018) in Table 10 was evaluated.
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Table 10: Unit conversion of cryptographic operations

Notations Description
Ty Modular multiplication
Tpy Elliptic curve point addition Tp4, = 0.12Ty,
Tsum Scalar multiplication Tgy, = 29Ty,
Tinv Modular inverse operation T;yy = 11.6Ty,
Ty One-way hash function, Negligible
Taaa Modular add operation, Negligible

Table 11: Time Complexity of Schemes

Schemes Signature Time Signature Time

Gen Complexity  Verification Complexity
Cao et Tom + Ty 30Ty + Tuga 3Ty + 2Tp4 87.24Ty,
al.,2008 + Tyaa + Ty + Ty + 2Ty + 2Ty
Bashirpour et | 2Tgy, + 2Ty, 60Ty + Taga 2Tsy + Tpa 58.12Ty + Ty
al.,2018 + Thga + Ty +Ty + 2Ty
Proposed Toy + 2Ty 31Ty + Ty Toyy + Ty + Ty 30.73Ty + Ty
scheme + Ty + Ty

If T, denotes the number of executions for signing and T,, denotes the number of signature

verification in a WSN and T, denotes the time complexity of broadcast authentication.
Now given a WSN has 1000 sensor nodes then T, = 1000 and T, = 1. The time

complexity T, is computed as shown in Table 4 where the proposed scheme is more

efficient compared to the other two schemes by (Cao et al., 2008) and (Bashirpour et al.,

2018).
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Table 12: Broadcast Authentication Time Complexity

Schemes Time Complexity

Cao et al.,2008 T, = 30Ty, + (1000 * 87.24T),) = 87270T),
Bashirpour et T, = 60Ty + (1000 * 58.12T),) = 581807,
al.,2018,

Proposed Scheme T, = 31Ty + (1000 * 30.73Ty) = 30761Ty,

As observed in Table 12, the cryptographic scheme by (Cao et al., 2008) is more
computationally efficient in the signature generation than the proposed scheme and
(Bashirpour et al., 2018). However, the proposed scheme is more efficient in the signature
verification than the scheme by (Cao et al., 2008) and (Bashirpour et al., 2018) as shown
in Table 11. The research placed more emphasis on computation cost in the verification
process during the broadcast authentication process since the nodes are resource
constrained. The overall complexity as shown in Table 12 computed using unit
conversions in Table 10. The proposed authentication scheme is more efficient in
computation than all the other two schemes listed in the Table 12.

4.3.5.2 Communication efficiency Analysis

In this research communication analysis was conducted where the proposed scheme was
compared with the schemes by (Cao et al., 2008) and (Bashirpour et al., 2018) which are
pairing-free cryptographic schemes based on ECC and the approach used in (Shim, 2007)
is adopted. The research considered a MICAz mote (Ali et al., 2011) which has a clock
speed of about 8 MHz, 8-bit processor ATmegal28L and its data rate is 12.4 kbps. The
operating system used is the TinyOS. The power level of the MICAz sensor is 3.0 V where
the current draw in active mode is given as 8.0 mA, receiving current draw is 10 mA and
the sending current draw is 27 mA (Cao et al., 2008; Wander et al., 2005).

To achieve 80 bits security level on ECC this research considers G as additive cyclic group

generated by point P = (x,y) on a non-singular elliptic curve E:y? = x3 + ax +
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b mod p with order q . Elements in Z; are of size 160 bits and the size of prime numbers
a,b,p is 160 bits. Therefore, the elements in G is 160x2 = 320 bits.The timestamp |tt|
and identity |ID| are set each at 32 bits. Additionally, the length of message is |[M| =
160 bits.

The message transmitted by the scheme by (Cao et al, 2008) is <
M, tt,ID,sig{M,tt,ID} >, where sig{M, tt,ID} is user generated signature on M, tt, ID
giving an output of o =< R;, y;,z; >. The total length of transmitted message is |M| +
|tt| + |ID| + |R| + |y| + |z| = 160 + 32 + 32 + 320 + 160 + 160 = 864 bits.

While the broadcast authentication scheme proposed by (Bashirpour et al., 2018) will send
message < M, tt,sig{M,tt,ID},Q >, where sig{M, tt, ID} is generated in the signature
generation phase on M, tt,ID giving an output of o =<'s,F,X > . The total length of
transmitted message is |[M| + |tt| + |s| + |F| + |X]| = 160 + 32 + 160 + 320 + 320 +
320 = 1312 bits.  The message broadcasted by the proposed scheme is <
sig{F,s, e, c}ID,tt > where the complete message transmitted is |F| + |s| + |e| + |c| +
|ID| + |tt| = 320 + 160 + 160 + 160 + 32 + 32 = 864 bits. It is clear that the
proposed scheme is 66% more efficient in terms of communication compared to the
scheme by (Bashirpour et al., 2018) while compared to the scheme by (Cao et al., 2008)

the proposed scheme has the same communication cost.

4.3.5.3 Energy Consumption Analysis

In the evaluation of the energy consumption of the proposed scheme against other related
schemes by (Cao et al., 2008) and (Bashirpour et al., 2018) this research only considered
point multiplication also known as scalar multiplication of the elliptic curve cryptography.
The impact of communication cost on energy consumption for received and transmitted a
message of n bytesare W, =V X I, xn X 8/rand W, =V X I, X n X 8/r respectively.
The voltage is denoted as V while I, denotes the current draw for receiving, I, is the
current draw for transmitting and r denotes the data rate. When a flooding method is used,
a sensor wishing to broadcast its message in the WSN will only transmit once and will
receive message N times, where N represents neighboring sensor nodes. Following the

approach adopted by (Shim, 2007), the research assumes the message will be 80 bits. The
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energy consumption for sensor transmitting a message M using scheme by(Cao et al.,
2008) and(Bashirpour et al., 2018) is W; = 3.0 X 27 x 864/12400 = 5.64mJ and W, =
3.0 x 27 x 1312/12400 = 8.57mJ respectively, while the proposed scheme will
consume W, = 3.0 X 27 X 864/12400 = 5.64mJ . The energy consumption for
receiving a message M using scheme by (Cao et al., 2008) and (Bashirpour et al., 2018)
is W,=3.0x10x864/12400 =2.09mJ and W, =3.0x10x 1312/12400 =
3.17m/J respectively, while the proposed scheme will consume W, = 3.0 X 10 x 864/
12400 = 2.09m/. When a sensor node is broadcasting a message to the whole WSN, the
sensor will transmit once and can receive N number of times. This will lead to a
communication energy cost of (5.64 + 2.09N)m/J for the scheme by (Cao et al., 2008)
while the overall consumption for the scheme by (Bashirpour et al., 2018) is (8.57 +
3.17N)m/J and the proposed scheme will have a total energy consumption of (5.64 +
2.09N)m/J similar to that of (Cao et al., 2008). The energy consumption for running a
scalar multiplication operation over a sectl63kl Koblitz curve on a MICAz mote is
7.9 mJ(Shim, 2007) The computation energy cost of the proposed scheme against the
schemes by (Cao et al., 2008) and (Bashirpour et al., 2018) is summarized in Table 13.
The scheme by (Cao et al., 2008) and the proposed scheme is more 50% efficient
compared to the scheme by (Bashirpour et al., 2018). The new proposed scheme will allow
a sensor node to perform ciphertext authentication without the requirement of running the
whole verification process making the proposed scheme more efficient than the schemes
by (Cao et al., 2008) and (Bashirpour et al., 2018). The sensor verification process of the
scheme by (Bashirpour et al., 2018) is 66% more efficient in computation energy
compared to the scheme by (Cao et al., 2008). The verification part of the proposed
scheme is 53% more efficient in energy computation cost at the Base Station compare to
the scheme proposed by (Bashirpour et al., 2018) and 33% more efficient compared to the
scheme by (Cao et al., 2008).
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Table 13: Computational Energy Cost

Schemes User Sensor Base Station (Sink)
Cao et al.,2008 Tsm + Ty 3Tsy + 2Ty 3Tgy + 2Ty

1Xx79=79mJ 3x79=237mJ 3x79=237mJ
Bashirpour et 2Tgy + Ty 2Tgy + 2Ty 2Ty + 2Ty
al.,2018

2%x79=158m/ 2x79=158m/ 2x79=158m/
Proposed Toy + Ty Ty Tsy + Ty
Scheme

1x79=79m] - 1x7.9=79m/

4.3.6 Summary

The proposed Broadcast Authentication scheme makes use of a light weight signature
protocol based on ECDLP that can be applied on sensor networks. The scheme has
message recovery and ciphertext authenticity that negates the need for sensor nodes to run
the entire signature verification process. The proposed scheme was evaluated against other
related broadcast authentication schemes and the proposed BA scheme was found to be
more efficient in computational overhead than the other related schemes. Therefore, the
proposed BA scheme is suitable for use on WSNs. The future recommended work should
focus on generating an efficient signcryption scheme for resource constrained devices

based on the proposed authentication scheme.

4.4 Cryptanalysis of a Pairing-free Certificateless Signcryption scheme

4.4.1 Introduction

A signcryption scheme is an important cryptographic primitive that aims to achieve
confidentiality and authentication in an efficient manner. In the efforts of learning how to
develop secure signcryption schemes, this research cryptanalyzed a signcryption scheme
by (Wei & Ma, 2019) which is claimed to be secure and found it not secure. Further, the

research proposed an improvement to the signcryption scheme that is more secure than
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their scheme. The security analysis provided below can be applied to other signcryption

schemes with similar design.

4.4.2 Attack Model

The scheme by (Wei & Ma, 2019) follows a model described in (Seo & Bertino, 2013).
The research looked at security from the perspective of two types of adversaries. The
Type-I attacker who is not in possession of KGC'’s secret key but can replace user’s public
keys and is usually denoted as A;. A Type Il attacker, in an adversary that represents a
malicious KGC that has access to the master secret key and is usually denoted as A,; under
unforgeability (Huifang & Bo, 2016). In this section, the research reviews a certificateless
hybrid signcryption scheme proposed by (Wei & Ma, 2019) and shows how the scheme
is existentially forgeable against both Type-1 and Type-I1 adversary.

4.4.3 Wei and Ma Signcryption Scheme

The signcryption scheme by (Wei & Ma, 2019) (hereafter called WM) is composed of
six probabilistic polynomial-time algorithms: setup, set secret value, extract partial
private key, set private key, signcrypt, and de-signcrypt.

4.3.3.1 SetUp

The algorithm takes parameter A as input and returns system parameters params and
master key msk. The algorithm is run by the KGC. The setup is performed as follows:
Choose 2 -bit prime p and return tuple {p, F,, G,, P}, where G, is an additive cyclic group
that consists of a point on elliptic curve over F, and P as the generator of G,.Choose
master key x € Z, and set master public key as P,,;, = xP, then choose cryptographic
hash functions:H,{0,1}*XG, — Z;, H;: G,XG, — {0,1}", H;: G,X{0,1}"X{0,1}'XG), -
Zy and H;:G,X{0,1}"X{0,1}'XG, » Z;. KGC will publish system params =
{F,, Gp, P, Pyyp, Ho, Hy, Hy, Hs}.

4.3.3.2 Set Secret Value

The algorithm is run by user; with identity ID; , user; randomly selects value x;p; € Z,,

and computes public key P;p; = x;p;P.
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4.3.3.3 Extract Partial Private Key

KGC computes d;p; = xH,(ID;, P;p;)mod p as the partial private key and forwards d,p;
to to user through a secure channel. When user receives d;p;, user; can verify d;p; by
checking if d;p;P = xHo(ID;, Pip;) Ppyp holds.

4.3.3.4 Set Private Key

The fu” pl’lvate key |S set as SkID = (dIDi' XIDi).

4.3.3.5 Signcrypt

A user; with identity 1D, and 7 as timestamp, will execute the algorithm as follows:

Algorithm 7: Ciphertext Generation

Choose arandom [;p, € Zp ; S;p = l;pP; H = H,(S;ps, T, IDy, Pps);
H' = H3(S;p, T, 1Dy, Pipy);

Wips = dipi + Lips * H + x;ps - H mod p;

Tips = Lips - HO(IDr:PIDr)Ppub;

K = H{(Tips, Lips * Prpr)and

outputs @IDg = (s;ps, Wips) and K

agrwbdbE

4.3.3.6 De-Signcrypt

Given @I D, K , signer identity IDsand public key P;p,. The decryption process proceeds

as follows:

Algorithm 8: Un-signcrypt

1. H= HZ(SIDS' T;IDr' PIDS)'

2- H, = H3(S]D51T)IDTIPIDT)

3. If WIDSP = HO(IDS' PIDS)Ppub + H - SIDS + H’PIDSthen
the signature is valid, the receiver recover ID, is used to

compute Tjps = dipr * Sips
4. Else
Return L
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4.4.4 Security Analysis

4.4.4.1 Unforgeability

The scheme by WM (Wei & Ma, 2019) is claimed to be existentially unforgeable against
both Type-1 and Type-I1 attacks with proof similar to Bartino (Seo & Bertino, 2013). This
research shows that their scheme is insecure against both Type-I and Type-II attacks. In
EUF-CMA-I and EUF-CMA-II games, A; and A;; forgers have access to full private key
of the receiver, A; is not allowed to query partial private key of the sender and4,; is not
allowed to replace public key or extract the user private key.

Type-I Attack: The adversary interacts with challenger C in the training phase similar to
WM (Wei & Ma, 2019). Adversary A; cannot make a query for the private key for the
sender. However, A; has access to receiver’s full private key. Adversary A; makes
signcryption queries with IDg, ID, and arbitrary value z. C responds to A; with ¢, =
(Sip, Wips) and symmetric key K* = H;(T;ps, X;pr * S;p). Adversary obtains a forged

<ij$ = (S;p, W;ps) during the training phase for the same arbitrary value = by performing
the following steps. A; selects x;,d; €g Zp and replaces sender public key P with
P/p, = x4P. The adversary will proceed to compute the master public key computed
asPy,, = Hy '(d;P) such that d;P = Hy(IDs, Pip,) holds.A;selects I, € Zp and
proceeds by computing Sip = UpP; H=Hy(Sip,7,1Ds, P, ); H' =
H3(S;p, T, 1Dy, Pipy); Wips = dj + Lip - H+ x; - H mod p; Tips = dipr * Sip- Finally, it
will output signature <p;DS = (S;p, Wips) and symmetric key K* = Hy(Tips, lips *
P,p,).The signature will pass verification because W,p P = HO(IDS,P,*DA)P;ub +H-
Sip + H' - Pip, will hold. The scheme by WM (Wei & Ma, 2019) has a security flaw that
can allow an adversary to access to KGC’s master secret key x by computing x' =
d,;piHo(ID;, P;p;) L. This makes it possible to compute partial private key for a given user
as d; = x'Hy(ID;, P;p;)mod p. The partial private key can be verified by checking if
equation d; P = Hy(ID;, Pip;) Py holds.

Type-11 Attack: The adversary interacts with challenger C in the training phase similar

to WM (Wei & Ma, 2019). A;; cannot query private key for sender. However, A, has
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access to receiver’s full private key. Adversary A;; makes signcryption queries with

1D, ID, and arbitrary value 7. C responds to A;; with ¢}, - = (S;p, Wps) and symmetric
key K*. Now A;; has forged signature ¢;,  for arbitrary value z obtained as follows.A;;
computes anew key K* = Hy (T;ps, X;py * S;p) Where Tps = djp,- - Sip.Therefore, o7, =

(Sip,» Wips) is a valid signature of key K* from sender 1D, and receiver I1D,.. Computation

of H = H,(S;p, 7, 1Ds, Pips)will yield the same value for signature ¢;,  or ¢, . The
Valldlty ChECk WIDSP = HO(IDSI PIDS)Ppub + H ' SID + H, ' PIDS Wl" hOId
4.4.5 Proposed Modification Signcryption Scheme

In this section this research is proposing a secure and efficient scheme which is a
modification of the signcryption scheme by WM (Wei & Ma, 2019).

4.4.5.1 SetUp

The setup is similar to WM (Wei & Ma, 2019) except for a change in cryptographic
Ho{0,1}'XG,XG, — Zy; Hy: G,XG,XG, - {0,13", Hy: G,XG,X{0,1}X{0,1}'XG, - Z;
and H3: G,XG,X{0,1}"X{0,1}"XG,, — Z,. KGC will publish the system params =

{F,, Gp, P, Ppyp, Ho, Hy, Hy, H3}

4.4.5.2 Set Secret Value

The algorithm is run by user; with identity ID; , user; randomly selects valuex,; € Z,,
and computes public key s P;p; = x;piP.

4.4.5.3 Extract Partial Private Key

KGC will randomly select valuer;p; € Z, and set R;p; = r;p;P then compute partial
private key as d;p; = 1ip; + x - hy mod p where hyis Hy(ID;, R;pi, Pipi)as the partial
private key. KGC computes value Q;p; = Rip; + Ho(ID;, Ryp;, Pipi) Ppyp and forwards
(dipi» Qrpi» Ripi) 1o user through a secure channel. When user receives d;p;, user; can
verify d;p; by checking if d;p;P = Rip; + Ho(ID;, Rip;, Prp;i) Ppup holds.

4.4.5.4 Set Private Key

The full private key is set as sk;p = (d;pi, Xipi)-
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4.4.5.5 Signcrypt

A user; with identity 1D, and 7 as timestamp, will execute the algorithm as follows:

Algorithm 9: Signcrypt

Choose a random [;, € Zy ;

Sip = UpP; Tips = Lips * Qipr;

H = Hy(Sip, Tips, T, 1 Dy, Pips);

H' = H3(S;p, Tips, T, 1Dy, Pipy);

Wips = dips + Lips * H + Xps;

H'mod p; K = Hi(Tips, Sip, Qipr, IDy)
Output @IDg = (S;ps, Wips) and K

ok wpdrE

4.4.5.6 De-Signcrypt

Given @I Dy, K , signer identity 1D;and public key (Q;ps, Pips)- The decryption process

proceeds as follows:

Algorithm 10: De-Signcrypt

1. Tips = dipr* Sips s
2. H = Hy(Sip, Tips, T, 1Dy, Ppps),
3. H' = H3(Sip, Tips, T, 1Dy, Prpy)
4. If WipsP = Qips + H - S;ps + H' - P;ps then
the signature is valid, the receiver computes

K = H(dipr* Sips) Qipr» IDy)

5. Else
Return L

Correctness

The correctness of the proposed scheme is as follows:

Tipr = LpQipr = lip(Ripr + hoPpyp) While T;p,- can also be computed as T;p, =
diprSips = LpP (1 + xhy) = lID(RIDr + hOPpub)'

4.4.6 Security analysis of the proposed scheme

The security of the new improved scheme is based on Elliptic Curve Discrete Logarithm

(ECDL) problem. In this research a formal security proof that the new signcryption
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scheme is UF-CMA secure against Type-I and Type-II adversary in the random oracle
model under ECDL assumption is given.

4.3.6.1 Proof of unforgeability
Theorem 2: The proposed scheme is EUF-CMA secure in the random oracle model under

the ECDLP assumption.
Proof: This research provides the proof for this theorem in Lemma 1 and Lemma 2.

Lemma 1 The proposed scheme is EUF-CMA secure under DLP assumption in random
oracle model. If there exists adversary A; with a non-negligible advantage ¢ that can
compromise authenticity property of proposed scheme, then there exists algorithm C that

can solve the DLP problem with advantage

1 q,(qH2+qH3)
PrPric] = quO(1 - T)

Here, qH,, qH, and qH; is the maximum number of queries to H,, H, and H; queries
respectively, while g, and q, represents signcryption and unsigncrypt queries

respectively.

Initialization: After running Setup(1%), the challenger C gives the system params to
adversary A,;. Value b € Z; will be used to simulate the partial private key of the sender,
therefore challenger C must solve P = dP for (Q, = dP) which is an instance of ECDL
problem. € maintains lists L;(i = 0,1,2,3) for random oracles H,, H;, H, and Hs. A list

L can be used to store private and public keys.

Training Phase. In this phase hash queries are similar to theorem 1 in (Omala et al., 2018)
except for H; query where C checks whether tuple (T;ps, Sip, Qipr, IDy, K) existsin Lq. If
it exists, C returns K to A;. Otherwise, it chooses K € {0,1}" return is to A; and adds tuple
(Tips» Sip» Qipr» 1Dy, K) to list Ly.

Forgery At the end of training phase, adversary A; outputs ciphertext ¢* =
(Sips Wips, K*)with IDg and ID;: as sender and receiver respectively. If ID; # ID* then
C aborts the session. Otherwise, C submits an H, query on (S;p, T = d,-S;ps, Dy, BY) and

H; query on (S;p, R, H*,1D;) to obtain another H* and H'* respectively. A; will fail if
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any of the hash values H* and H'* or both are already defined in the corresponding list.

The validity of ciphertext ¢ID; will determine if the adversary A; wins the game or not.
Adversary A; will win the game if equation 1 holds

wP = Qip + H*S;p + H"Ppps (1)
Using forking lemma (Pointcheval & Stern, 2000) it is possible to obtain another equation
wP = Qp + HS;p + H'Pps (2)

and subtract it from equation 1 to obtain

w* —wP
H*—H+H™*—H'

Then recover value b as follows:

=(b+1;+x)P (3)

w* —w

b=y —m Gt

The value b is a solution to the ECDL problem, this means C can use adversary A; as a
subroutine to obtain b from Q4 = bP. It is possible for C to obtain x, from public key

query and can therefore solve [;.
Analysis The evaluation is focused in the likelihood of the following events:

E;: Adversary A; does not choose to be challenged on ID*

E,: Adversary A, did ask private key query on ID*
E5: Adversary A; did replace public key and issued a partial private key query on ID*
E,: Challenger C aborts in unsigncrypt query due to rejection of a valid ciphertext.

The probability that Challenger C does not abort during this game is

Pr Pr [~Eq{A-E4] = q_;o (1 - %)

Therefore,
1 q,(qH2+qH3)
PrPriC] = eﬁ(l — Sy,
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Lemma 2 The proposed scheme is EUF-CMA secure under ECDL assumption in random
oracle model. If there exists adversary A;; with a non-negligible advantage ¢ that can
compromise authenticity property of the proposed scheme, then there exists algorithm C
that can solve the ECDL problem with advantage

PrPriC] = ei(1 —M)

qHo 2k

Here, qH,, qH, and qH; is the maximum number of queries to H,, H, and H; queries
respectively, while ggand g,  represents signcryption and unsigncrypt queries
respectively.

Challenger C will use adversaryA;; to solve(P, bP)which is an instance of ECDL problem.
The adversary has access to master secret key. C provides system params to the adversary
including Py, = aP and P; = AP where value 4 is unknown to C. Value a is a master
secret key.

Training Phase. This phase is similar to theorem 2 declared in Lemma 1.

Forgery At the end of training phase, adversaryA; outputs ciphertext o* =
(Sipss Wips, K¥)on with ID; and ID; not generated by Signcrypt query. If ID, # ID*,
challenger C aborts the session. Otherwise, C submits H, query on tuple
(Sip, T = d,S;ps, 1Dy, BY) to recover value H and H; query on (S;p, Rs, H, ID;") to obtain
another H'.AdversaryA;;will fail if bothH and H' valuesalready exist in the respective list.
Analysis The analysis is focused in the likelihood of the following independent events:
E;: Adversary A;; does not choose to be challenged on ID*

E,: Adversary A;; did ask private key query on ID*

E5: Adversary A;; aborts during the unsigncryption query as a result of a rejected valid
ciphertext during the simulation.

The rest of the analysis is similar to that of the analysis section of Lemma 1.

4.4.7 Performance evaluation of the Modified Scheme

The performance of the proposed access control scheme is analyzed in comparison with
schemes by WM (Wei & Ma, 2019). As in (Shim, 2013) this research adopts a running
time and energy consumption on MICA2 mote equipped with ATmegal28 8-bit processor
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clocked at 7.3728 MHz, 4KB RAM and 128KB ROM. In the quantitative analysis,
operations with high computation cost such point multiplication in G; denoted as PM are
considered. From (Shim, 2014), it is know that a PM operation takes 0.81s on an elliptic
curve with 160 bits p. The signcryption algorithm of WM (Wei & Ma, 2019) performs
3PM and 6PM in the un-signcryption algorithm while the proposed scheme takes 2PM
and 3PM in signcryption and un-signcryption respectively. Therefore, the computational
time of the modified scheme compared to the scheme by WM (Wei & Ma, 2019) is as
follows:

a) Computation time for ciphertext generation and unsigncryption in WM (Wei &

Ma, 2019) are 3 * 0.81 = 2.43s and 6 * 0.81 = 4.86s
b) The computation time for ciphertext generation and unsigncryption in the
proposed scheme is 2 * 0.81 = 1.62sand 3 = 0.81 = 2.43s respectively.

The computational time of the proposed scheme is 33% more efficient in signcryption
and 50% efficient in un-signcryption in comparison to the scheme by WM (Wei & Ma,
2019).
The approach used in (Cao et al., 2008) and (Shim, 2014) is adopted to compute energy
consumption. The power level of MICAZ2 is given as 3.0V and 12.4kbps is the data rate,
8.0mA is the assumed current draw, the transmitting mode is 27mA and the current draw
for receiving mode is 10mA (Cao et al., 2008). According to (Ma, Xue, & Hong, 2014) a
point multiplication operation consumes 3.0 x 8.0 * 0.81 = 19.44 mJ. The energy
computation cost of the signcryption scheme and the un-signcryption scheme by (Wei &
Ma, 2019) and proposed scheme is computed as (3 + 6) * 19.44 = 174.96 m/ and
(2 + 3) * 19.44 = 97.2 mJ respectively.Therefore, the proposed scheme has reduced the
energy computation cost by (174.96 — 97.2)/174.96 = 44%.

4.4.8 Summary
This research has demonstrated that certificateless signcryption scheme proposed recently
by (Wei & Ma, 2019) can be compromised through public key replacement and further,

the research has proposed how the security scheme can be improved to avoid such kind

attack and presented a modified and efficient signcryption scheme. A signcryption scheme
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with similar construction for computing partial private key will be vulnerable to the same

attack.

4.5 Towards an Efficient Certificateless Access Control Scheme for Wireless Body

Area Networks

4.5.1 Introduction

WBANSs have the capability to gather environmental parameters and physiological data
via sensor nodes. The sensors in WBANS are said to perform three main tasks, i.e sensing
patients’ vital signs, processing and communicating data (Ullah, et al., 2012). Sensors
nodes monitor the environment for conditions they are set to monitor, collecting and
process data before sending it to the controller or sink in its network. The sensors are
designed to be invasive or they can be designed to be non-invasive. An inversive sensors
is surgically inserted into a human body while the non-invasive node can be attached to
the human skin (Khan & Pathan, 2018). Even though these sensors nodes are resource
limited in nature, they have found a lot of use in application areas ranging from indoor
deployment scenarios in homes to outdoor deployment in hostile environments where
they can easily be preyed upon by attackers and compromised.

In the medical field, wireless sensors and communication technologies are increasingly
being deployed in remote healthcare management (Vaniprabha & Poongodi, 2017). The
potential use of sensors has been demonstrated in (Arunkumar et al.,2022) and (Chipara
et al., 2009). Their studies, showed an improved detection of clinical deterioration
through real-time patient monitoring. Ubiquitous healthcare monitoring improved
quality of the elderly as healthcare services can be provided anytime and anywhere.
Unauthorized access of medical data may cause harm that may even lead to death of
patients hence, the need for effective data protection in WBANS. Wireless sensors in
WBANS are resource constrained hence, designing and implementing a secure Wireless
Body Area Network has particularly been a challenging task. Traditional cryptographic
primitives form the core of security protocols and they consume a fair amount of energy
during computation making them not suitable for use on resource constrained

environments.
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Elliptic Curve Cryptosystems (ECC) has gained increasing popularity in the area of
public key cryptography ever since it was invented by (Kobiltz, 1987) and Victor Miller
(Miller, 1985) due to its ability to generate small keys. The use of ECC grants an
opportunity for development of more efficient cryptographic schemes for use on devices
that use less memory and require less power consumption hence, the focus on ECC. A
lot of research efforts has been devoted to addressing security issues in WBANs (Winkler
&Rinner, 2014; Li, Han, & Jin, 2018). Communication in a WBAN should satisfy
confidentiality, authenticity, ciphertext authenticity, integrity, anonymity and non-
repudiation (Li et al., 2018; Li et al., 2010). To ensure all security goals are achieved,
both signature and encryption are used in the design of security schemes. Research by
(Ashraf et al., 2014) has proved signing then encrypting is not efficient and this has led
to the concept of signcryption proposed by (Zheng, 1997). The process of signcryption,
can satisfy message authentication, integrity and confidentiality more efficiently than
encrypting then signing or vice versa (Alharbi & Lin, 2016).

Signcryption comes in the forms of public key infrastructure signcryption (PKISC),
identity-based signcryption (IBSC) or certificateless signcryption (CLSC) (Saeed et al.,
2017). A certificate is used in PKISC to provide a more trusted connection between the
public key and the identity of the user through the certificate authority (CA) signature,
this leads public key infrastructure hierarchical framework whose task is to issues and
manages certificates. The use of PKI on WBAN:S is not effective due to use of sensors
since they are resource constrained in nature. Schemes based on ID approach do not use
PKI, they make use of key escrow which presents a security challenge since both sender’s
signing key and receiver’s decrypting key are provided by PKI (Yuan, 2020). Several
IBSC have been proposed (Chen & Malone-Lee, 2005; Sun et al., 2008; Li et al., 2013
and Barreto et al., 2005). In (Al-Riyami & Paterson, 2003; Barbosa & Farshim, 2008)
they presented a certificateless scheme to overcome the key escrow problem found in
Identity-based public key cryptography. The scheme by (Barreto et al., 2005) was used
by (Li & Hong, 2016) to design access control for WBANS.

A certificateless cryptosystem makes use of a trusted third party known as the Key

Generating Center (KGC) who does not have access to the full private key of the user.
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However, the KGC has the capacity to compute a user’s partial private key from the
identity of the user and its master key. The user then generates a final full private key by
combining the partial private key with some secret information (Li et al., 2013). Since
CLSC was introduced in 2008, a vast majority of access control schemes for WBANSs
have been proposed based on bilinear pairing (Cagalaban & Kim, 2011; Li & Hong,
2016). Numerous researchers have discussed how to speed up the pairing computation
(Barreto et al., 2004) and (Freeman et al., 2010). However, the cost of computing a
bilinear pairing operation in cryptography is still resource-consuming, especially when
used in resource constrained environments. This research work is focused on pairing-free

cryptography when designing the proposed access control scheme for WBANS.
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Table 14: List of Notations

Symbol Description
KGC Key generator center
k Security parameter
s Master secret key of KGC
G Cyclic group
P Group generator
F, Prime field
E(F;) | Elliptic curve over prime field
H;( Hash function where i = 1,2,3
IDg Identity of sender
ID, Identity of receiver
d;, x; Full private key, i.e partial private
key and secret key respectively,
wherei =r,s
pkv Public key verification token
Poup Master public key of KGC
P, Public key of sender
P. Public key of receiver
Sp Service Provider
m Plaintext message
o Ciphertext
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4.5.2 Proposed CLSC scheme for WSNs

In this section, this research presents a new novel lightweight certificateless signcryption
scheme that is composed of the following actors:
(1) Sender: The sender 1Dy is the device that generates and communicates the
message.
(2) Receiver: The receiver ID,. is the device that receives and decrypts the message
communicated.
(3) Key Generation Center (KGC), who provides element of validity and trust for
both parties.
The proposed certificateless signcryption scheme is made up of the following algorithms:
Set-Up:KGC is required to select an elliptic curve E (F,) over finite field F, where E(F,)
Is defined by system parameters. KGC defines a secure cryptographic hash functions level
Hi:{0,1} X G X G = Zg, Hp:{0,1}" X G x {0,1} X {0,1} - Zzwhere n is an integer
value define from input security and H;: G X G x {0,1}* - Z;KGC Chooses randomly a
secret master secret key s €z Z; and computes general public keyP,,;, = s.P. KGC
keeps s as a secret and publishes the system parameters as params =
{G,P, q, Ppub,Hl,Hz,H3}. The sender and receiver are uniquely identified by device
identity 1D, and ID, respectively.
Set-public-key: On input of user’s secret keyx; , a user will compute public key as P; «
x; - P then avail the P; to the KGC.
Set-partial-private key: This algorithm takes the secret key s, user’s public key P; and

params to output partial private key d;for a user. The algorithm is run by the KGC where
the partial private key for user; is computed as d; = s. H; (IDi,Pi,Ppubi) mod q and
secretly sends d; to user; over a secure channel. A user’s partial private key d; can be
verified by checking whether d; - P = Hl(IDi,Pi,Ppub)Ppub holds. For the purpose of
validating a user public key the KGC will compute pkv; = s - Hy (I1D;, P;, Pyyp, ) mod q as

public key verification token pkv; for both sender and receiver, who will use it to verify
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each other’s public key by checking if equation pkv; - P = Ppubi . Hl(IDl-, P;, Ppubi)
holds.

Set-Secret-key: The algorithm is run by user;, who will use his secret value x; to
computes z; = d; - x; mod q as the second secret key then set the full private key as
SKs = (di, x4, 7).

CLSC Signcryption: With system params, receiver’s public key B. and identity 1D,

sender’s public key P; and identity 1D,. The signcryption process proceeds as follows:

Algorithm 11 CLSC Signcryption

Input: { params, B, P, ID,, D}

Output:{ y, c, h}

1: Select random parameter r € Zg; W « 1P ;
:Compute f =1 PB;

: Compute hy = H;(W, B);

: Compute ¢ « h;®m;

: Compute h = H,(W,c, P, B., 1D, 1D,.);
:Computey = (h-ds-r) -z, mod q.

: Output signcryption text o = (y, ¢, h)

~No Ul wWwN

CLSC Unsigncryption: After receiving signcryption text ¢ and taking sender’s public
key P; , sender’s identity D and receiver’s private key x, the unsigncryption process

will proceed as follows:

Algorithm 12 CLSC Unsigncryption

Input: { params,y, c, h}

Output:{ m'}
1: Compute Q = (y - h ' mod q) - P,;

k' = H,(Q,c, P, P, IDs, ID,);

. if h = h’ holds then
: Compute f « x,- Q
:return m’' = H;(Q, B)Dc.
else

output symbol L
cend if

O~NODU AW N
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The proposed scheme has a property of ciphertext authenticity and public verifiability. A
third party is able to verify the validity of ciphertext ¢ = (y,c, h) produced by the
proposed signcryption scheme without the knowledge of receiver’s private key and the
knowledge of the message m by executing the first three steps of the proposed CLSC

scheme.

Correctness of the Scheme
The correctness of the proposed scheme is as follows:
Q= h*modq)-P
= (h'ds'r)'zs -h1 - P,
=@ x5 B
=r-P=W
=1k
=r-x.'P
=Xx,'7'P
=% Q

4.5.3 Security analysis of the proposed scheme

In this subsection, this research provides a formal security proof that the proposed
signcryption scheme is IND-CCA2 and UF-CMA secure against Type-I and Type-II
attacker in the random oracle model under Discrete Logarithm assumption.

Type-1 adversary: This adversary represents an outsider adversary that does not have
access to the secret master key and is usually denoted as A;.Type Il adversary: Is an
adversary represents an insider adversary who has access to the master secret key,
denoted as A;;. The random oracle model is a formal model used for the purpose of
analyzing cryptographic schemes, where a hash function is considered as a black box that
contains a random function (Bellare & Rogaway,1996).

Theorem 1: In random oracle model if adversary A; against IND-CLSC-CCAZ2 security

of the proposed CLSC scheme will succeed with advantage ¢, there will be an algorithm
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qs
C that solves the DL problem with advantage Adv}NP-CLSC-CCAZ > i(1 _— ) .
=12) a3 as+1

Here, the adversary A;;—1,) performs at most g; to random oracles H;(;—1, 3y and g
signcryption queries.

Proof: Assume that algorithm C who is a challenger attempts to solve DL problem by
taking random instance (P, bP) as input. In order to determine b from interactions with
adversary A,.C does not know the values of b € Z;,. The game between € and adversary
A; is as follows:

Setup: The challenger C runs Setup algorithm using security parameter k to generate
system params = (G, P, q, Ppub, H;, H,, H;) and forwards the params to A;. The
challenger ¢ maintains lists Lpg ,Lp , Lsx ,Ls and Lyg to store and track public key,
partial private key, secret key, signcryption and unsigncryption queries respectively. C
also maintains L,, L, and Lsto track H;, H, and Hs oracles respectively. A list L, is
used to record parameters for the challenge stage.

Find Stage: Adversary A, adaptively makes polynomial bounded number of queries as
follows:

H; Queries: When A; submit a query with identity ID;, the challenger C will check if
tuple (ID;, P;, Ppyp, hy, v) exists in list Ly .If it exists, then C returns h, to A,. Otherwise,
C selects arandom v € {0,1} where Pr Pr[v=1] =86 =1/(q,+ 1) . Whenv =0, C
randomly chooses h; €g Z; and returns it to A; then inserts tuple (ID;, P;, Ppyp, hy, V)
into list L;. When v = 1, C sets h; = k and returns k to adversary A;.

H, Queries: When challenger C receives query with identity /D; from adversary A,,
challenger C checks if tuple (W, c, B, B-, 1D, ID,, h,) is in list L,. If such a tuple exists,
C returns h, to adversary A,. Otherwise, challenger C randomly selects h, €g Zg, returns
h, to A, as a response to the query then inserts tuple (W, ¢, B;, B, I D, ID,., h,) in list L.
H; Queries: When challenger C receives query H;(W, ) from A, C checks if tuple
(W, B, h3) exist in list L. If it exists, C returns h; to adversary A;. Otherwise, C
randomly selects h; € Z; , returns h; to A; as a response to the query and inserts tuple

(W, B, hs) in list Ls.
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Private Key query: Adversary submits a request with identity ID;. The challenger C
checks if tuple (ID;, SK) exists in list Lgg. If it exists, the challenger C returns SK to A,
where SK = (x;, z;). Otherwise, C obtains z; through d; from partial private key queries,
randomly picks x; € Z, then adds tuple (ID;, SK) in list Lgx and returns SK to A;.
Public key query: If A; issues public key query for identity ID;, C first scans list Lpy to
check whether a matching P; for identity ID; exists. If it exists, C returns P; to adversary
A;. Otherwise, C checks list Lgy. If there exists a record for ID; in Lgg, C obtains x; then
computes P; = x; P and returns P; to A, and inserts (ID;, P;) in list Lpg. If there exists no
record of ID; in list Lgy, C checks list L. If v = 1, C randomly picks x; €g Z;, computes
P; = x;P and returns P; to A;. C then will insert tuple (ID;, x;, v) into list L,.... If v = 0,
C runs private key query and obtains P;, returns P; to A;and inserts tuple (ID;, P;) into
list Lpg.

Partial Private Key query: Adversary A; issues a partial private key query for identity
ID;, C will check list Ly, for partial private key corresponding to identity ID;. If it exists,
it returns d; to A;. Otherwise, C selects random d; €, Z; then returns it to A; . The
validity of d; can be easily be verified by checked if equation d;,P =
Hy(ID;, P;, Pyyp ) Pyup holds. € adds tuple (ID;, d;) in list Lp.

Replace Key query: Adversary A; may perform public key replacement query by
submitting values (ID;, P;) of its choice. C checks list Lpk for corresponding P; of the
identity ID;. If itis found it is replaced with a new public key P; .

Signcrypt Query(Q,): The assumption is that adversary A; made public key queries and
H; queries before signcryption query. The challenger C checks list L, for (IDg, P;) and
responds as follows:

If v = 0, C fails and aborts simulation else if v = 0, C gets (IDy, ds, z5) , (ID,, P.) from
list Lgx and Lpyg respectively using ID, and IDg. Adversary C runs sign algorithm to
complete signcryption ad returns ciphertext ¢ = (y, ¢, h) to A;.

Unsigncrypt Query (Q,,): Adversary A; may perform an unsigncrytion query on o sender
identity 1Dg and receiver identity ID,.. C checks for (ID,, B.) in list L; and responds as

follows:
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a)lfv =0, C gets (IDs, P;) from list Lpx and (IDg, SK) from list Lgx then runs
unsigncryption algorithm to complete unsigncryption and returns message m to
A
b)If v=1, C gets (IDs,P;) from list Lpx then selects h, from tuple
(Q,P,,c,IDs, ID,, hy) from list L,. The adversary A; will traverse (Q, W, hs)
from a matching W for the Q < h, and computes m' = h;@c then checks if
¢ = h;@®m’ holds. If it holds, C will output the message m else C will start from
the next record in L5 and repeats process (b) until all entries have been checked
and returns L if unsigncryption is unsuccessful.
Challenge: Adversary A; will choose and output two messages (m,,m,) of equal
length together with sender’s IDg and receiver’s ID, on which it wishes to be
challenged. C will check (ID,,P,) from list L;. If v = 0, C stops. Otherwise, C makes
public key queries to ensure x, already exists in L, list. C will then randomly values
y*,c*,h* €g Z; and sends a challenge ciphertext ¢* = (y*, c*, h*) to adversary A;.
Guess stage: Adversary A; can make polynomial bounded queries just like in the Find
stage. Adversary A; returns its guess. The challenger C will ignore the guess and select
a random entry of tuple (Q*,W*, h3) in list L; and returns Q* as a solution to the DL
instance where Q* = r* - P = aP. The ciphertext ¢* given to adversary A4, is distributed
randomly in ciphertext space, the adversary has no advantage in the simulation.
Algorithm C simulates an attack scenario for A,. If C is not terminated in the process of
simulation and can breach confidentiality with non-negligible probability &, C outputs a

valid answer of DL problem.

a5
The probability of C does not abort during simulation is at least qi (1 —7 11> .
3 s

If algorithm C does not abort in the simulation process and A, can break confidentiality

of the proposed signcryption scheme with non-negligible advantage ¢ , C can output

ds
valid solution of DL problem with advantage AdvjYP—cLsc-cCA2 > £ (1 - ) .
as qs+1

Theorem 2: In random oracle model if adversary A, against IND-CLSC-CCAZ2 security

of the proposed CLSC scheme will succeed with advantage &, there will be an algorithm
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qs
C that solves the ECDL problem with advantage Adv}VP~CLSC-CCA2 > £ (1 _— ) .
=12) a3 as+1

Here, the adversary A;;—1,) performs at most g; to random oracles H;(;—1, 3y and g
signcryption queries.

Proof: Challenger C takes as input (P, bP) and attempts to compute b in order to solve
DL problem utilizing A, in the game. The proof is very similar to the proof in theorem 1
except adversary A, cannot issue Replace public key query. Adversary A, knows the
master secret key s. The challenger C will ignore guess from the adversary and select a
random entry of (Q, W, hy) from list L and returns W as a solution to DL problem W* =
r*-P = DbP

4.5.3.1 Proof of Unforgeability

Theorem 3: In random oracle model, if there exists an adversaryA; ;-4 2y who can win
the EUF-CLSC-CMA game of the proposed scheme with non-negligible advantage ¢,

there will be an algorithm C that solves the ECDL problem with advantage

IND—CLSC—CMA ~ £ (1 _ _1 \%
AdvAi(i:l,z) > . (1 qs+1) . Here, the adversary A;;1,2) performs at most g;

to random oracles H; ;- ,3) and g, signcryption queries.

Proof: If there exists adversary A;;—, ») Who can break the proposed CLSC. An algorithm
C is build that uses A;(;— 2 to solve DL problem where algorithm C receives (P, aP) of
ECDL problem with the goal to compute value a. C sets P,,,;,, = aP for A;. The other
settings remain as set in theorem 1 for adversary A, and P,,;, = sP for adversary A,
while other settings remain as set in theorem 2 for A,. A; makes polynomial bounded
queries adaptively like in theorem 1 while A, makes queries adaptively like in theorem

2. After a polynomial bounded number of queries, A;(;—1,, outputs fake ciphertext ¢* =

(y*,c*, h") for message m* with ID, as sender and ID,. as receiver.

The challenger C first checks list L1. If v = 0, C aborts. Otherwise, C gets private key of
ID, and computes g* = x,(y* - h*~' mod q)P; and gets W* for a matching g* from hs.
Challenger C receives m* by h; and verifies o*. If A;;1 ) successfully forged a user, C

can get two signatures (W* h,c* 1D, ID,,y,) and (W* h',c* IDs, ID,,y,) with
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splitting lemma (Shao & Gao, 2014) when h# h' . W* =y.H;rP = y,H TP in
Ay, W* = akrP where k = H;(IDs, P;, Ppyp) Only r is unknown and can be computed.
The probability that A; runs partial private key queries for ID; is at least 1/q;. The
probability that it does not terminate is (1 —&)% in the find stage. Therefore, the
probability that C can solve the ECDL problem is at least 1/q,. The probability that C

- £ 1 s
successfully forges a user is at least — (1 - ) .
qq q,+1

Table 16 shows security properties of the proposed scheme again other related schemes
by GPJ (Gao et al., 2019), LHJ (Li et al., 2018) and LH (Li & Hong, 2016).

4.5.4 Access Control Scheme

In this section the research shows how the proposed signcription scheme can be applied
in an access control scheme for WBANSs. The proposed certificateless access control
scheme is composed of the following four phases: (1) Initialization phase (2) Registration

phase (3) Authentication phase and (4) revocation phase as depicted in Figure 10.

User(SK; P;) Controller SP(s,Pyup)
' ' (ID.,P.,SK,.) :
1 il
. h
] ]
2\ (D) :
El (d;)
=
o 1
- o= (v c h)
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WEBAN data
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<f

Automatic Revocation
1
1 I

Figure 10: Certificateless Access Control Scheme
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4.5.4.1 Initialization Phase

The SP acting as a KGC is in charge of running the setup algorithm to generate system
params,its master secret key and its public key. The controller will be assigned a unique
identity /D , public key P; and a full private key SK. = (d,z4) . The private key will
be delivered to the controller through a secure channel.

4.5.4.2 Registration

All the users will be required to register with the SP before they can access the WBAN.
A user will select a secret value x; and execute the public key algorithm to generate his/her
public keyP; .The user will submit his/her identity 1D;and public keyP;to the SP. The SP
checks the validity of the identity ID; , if it is not valid the registration request is rejected
else SP will run the partial private key algorithm to generate partial private key d; for the
user. An expiration date ED is set and d; is forwarded to the user. When the user receives

d; he/she can check validity of the key by checking if equation d; - P = Ppup, -
Hy (1D;, P, Pyup, ) holds.
4.5.4.3 Authentication and Authorization Phase

When a user with identity ID; wants to access monitoring data of a WBAN. The user will
signcrypt a request service message m to generate ciphertext ¢ = (y, ¢, h). A timestamp
t; is used to resist the replay attack, where t; will denote the current timestamp. The user
will send the ciphertext, its identity, its public key and current timestamp t; as
<a,ID;, P;, t; > to the controller. When the controller receives the transmission, it will
verify the validity of the public key by computing pkv, - P = Ppubi . Hl(IDi,Pi ,Ppubi).
If the equation does not hold, the request is immediately rejected. Otherwise, the controller
computes Q = (y - h™ mod p) - P, . The proposed scheme has the advantage of both
public verifiability of ciphertext and ciphertext authentication where the controller can
check the validity of the ciphertext before proceeding with the decryption process by
checking if h' = H,(Q,c, P, ID,,ID,) = h holds. If the equation does not hold, the
ciphertext is rejected and there will be no need to proceed to step 4 of decryption, this
saves on energy consumption and computation cost. Otherwise, if the equation holds the
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controller proceeds to compute 8 « x. - Q and recovers message m = H;(Q, B)®c. At
this point, the user is allowed access to the WBAN data. The controller will from this point
encrypt the WBAN data using some symmetric cipher with the session key set to be
H5(Q,B). The session key is only known by the user requesting WBAN data and the
controller. The proposed scheme is able to achieve confidentiality, non-repudiation,
authenticity and integrity. If user anonymity is required it can be achieved by

concatenating the identity and public key of user as ¢ « hea(IDl-||Pi||m).

4.5.4.4 Revocation Phase

The controller keeps a list of all revoked users where the revocation phase makes use of
expiration data denoted as ED. Every entity in the network is assigned an ED set as the
current timestamp or date during the registration process. When the ED expires, user
cannot gain access to WBAN data. If there is urgent need to revoke a user’s access
privilege before the expiry of ED due to some reasons, the SP can send the revoked user

identity to the controller.

Table 15: Computational Cost

Schemes | User Controller
GPJ 3M 4M
LHJ 1E+4M  2P+2M+1E
LH 2E 1P+1M+1E
Ours 2M 2M

4.5.5 Performance evaluation of the Access Control Scheme

In this subsection, the research evaluates the efficiency of the proposed scheme in

comparison with GPJ (Gao et al., 2019), LHJ (Li et al., 2018) and LH (Li & Hong, 2016)

schemes in terms of energy consumption, communication overhead and computational

cost on a MICA2 mote. In computational cost this research intents to consider only point

multiplication in G, pairing operation and exponentiation in G, . Arithmetic operations

and hash function will not be considered since they do not have high computational cost
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(Cui et al.,, 2007). A MICA2 mote is equipped with ATmegal28 8-bit processor
functioning at 7.3728 MHz, 4KB RAM and 128 KB ROM. A point multiplication
operation takes 0.81s on an elliptic curve with 160 bits p (Gura et al., 2004). An

exponential operation takes 0.9s and a pairing operation takes 1.9s given n,. pairing

defined on a subgroup of the 254-bit prime order of a super singular curve y? + y = x3 +
x over F,z71 with an embedded degree of 4. In (Ma et al., 2014) a point multiplication
over supersingular curve will consume 0.81 s and exponentiation operation in G, will
consume 0.9. In the analysis only the cost of the controller is considered since it is more
resource limited. Therefore, the computational time of the control sensor in GPJ (Gao et
al., 2019), LHJ (Li et al., 2018) ,LH (Li & Hong, 2016) and the proposed scheme are:
4x0.81=324s, 2x19+2x%x081+1%x09=632s, 1Xx19+4+1x081+1x
0.9 = 3.61sand2 x 0.81 = 1.62s respectively. Figure 11. Shows that the proposed
scheme has the least computational time compared to the schemes by GPJ (Gao et al.,
2019), LHJ (Li et al., 2018) and LH (Li & Hong, 2016).

MICA2 power consumption is calculated as W =V = I « T where W denotes power in
millijoules, voltage is represented by V, the current draw is denoted by I in milliamps
(mA)and T denotes time in milliseconds(ms). According to (Lynch & Kenneth, 2006;
Shim et al., 2013), MICA2 current draw is 8.0 mA and has a battery voltage of 3.0V.
Given a point multiplication operation takes 0.81s on an elliptic curve with 160 bits p
(Gura et al., 2004), the energy consumption of a point multiplication operation is
computed as 3.0 * 8.0 * 0.81 = 19.44 m/J and the consumption of a pairing operation will
be computed as 3.0 * 8.0 x 1.9 = 45.6 mJ and the consumption of an exponentiation
operation in G, is 3.0 * 8.0 * 0.9 = 21.6 mJ.

Therefore the energy computation on the controller for GPJ (Gao et al., 2019), LHJ (Li et
al., 2018) ,LH (Li & Hong, 2016) and the proposed access control scheme will be
4x19.44 =77.76 mJ], 2X45.6+2%x19.44+1%x21.6=151mJ, 1x45.6+1X
19.44 4+ 1x%x21.6 =86mJ and 2x 19.44 = 38.88 mJ respectively. The proposed
scheme has reduced energy computation as follows: In GPJ (Gao et al., 2019)(77.76 —
38.88)/77.76 = 50%, in LHJ (Li et al., 2018)(151 — 38.88)/151 = 74%, and LH (Li
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& Hong, 2016)(86 — 38.88)/86 = 55%. Figure 5 depicts energy consumption of the
schemes.
In computing the communication cost, it is assumed that |m|20 bytes, |ID|= 10 bytes,
|hash|=20 bytes and the size of a certificate is given as 86 bytes. The scheme by LHJ (Li
et al., 2018) and LH (Li & Hong, 2016) use a curve over binary field F,z271 with G; of
252 bits prime order. As in (Shim et al., 2013) the size of elements in G; is 542 bits and
G, of 1084 bits, the elements in G, can be compressed to 34 bytes. Therefore, the cost of
communication received by the controller in GPJ (Gao et al., 2019), LHJ (Li et al., 2018)
and LH (Li & Hong, 2016) and the proposed scheme is as follows:
e In GPJ (Gao, Peng, & Jin, 2019) the scheme will transmit, 5|Z3| + [ID] +
|m|=5*32+10+20=190 bytes.
e In LHJ (Li, Han, & Jin, 2018) the scheme will transmit, 3|G,| + |ID]| +
|m|=3*34+10+20=132 bytes
e In LH (Li & Hong, 2016) the scheme will transmit, |G| + |G,| + 3|Z5| +
|ID| + |m|=34 + 136 + 3* 32 + 10 + 20 = 296 bytes.
e In the proposed scheme will transmit, 3|Zg| + |ID| + [m|=2*32+10+20=126
bytes.

Therefore, the proposed scheme has reduced communication overhead as follows: In GPJ

190-126 _
190

296—-126
296

132-126 _
132

(Gao et al., 2019) 34%, in LHJ (Li et al., 2018) 4.5% and LH (Li &

Hong, 2016) = 57.4%. Figure 12 depicts energy consumption of the schemes.
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Table 16: Comparisons of security properties

Schem | Confidential Integri Authentici Non- Cipher No No Witho
es ity ty ty Repudiati  Authentici Certifica Escro ut
on ty te w Pairin
g
GPJ Y Y Y Y N Y Y N
LHJ Y Y Y N Y Y Y Y
LH Y Y Y Y Y Y Y N
Ours Y Y Y Y Y Y Y Y

Abbreviations: Y: Scheme satisfies the attribute, X: Scheme fails to satisfy the attribute.

LHI[10]  GPJ[45]  LH[24] Ours

Figure 11: Computational Time of the controller
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4.5.6 Summary

This research has proposed a pairing free certificateless signcryption scheme and used it
in the design of an efficient access control scheme. The proposed signcryption scheme is
based on the proposed digital signature in subsection 4.2.2. The access control scheme is
able to satisfy ciphertext authenticity among other security properties as discussed in this
research. Further, the proposed access control scheme is computationally efficient and

therefore suitable for use on resource constrained environments such as WBANS.

4.6 Certificateless Signcryption Scheme for Wireless Sensor Networks

Wireless Sensor networks have found use in Ubiquitous Healthcare Monitoring (UHM)
systems as demonstrated in (Arunkumar et al., 2022). UHM has the potential to support
disease management enabling patients to live an independent life where monitoring and
treatment of patients can be done from a remote location (Mukherjee & Mukherjee, 2019).
UHM makes use of Wireless Body Area Network (WBAN) which is simply a body sensor
network designed to autonomously connect sensors and appliances. The privacy of digital
data is one of the most important issues of digital advancement. There is a need to ensure
data collected, processed or transmitted in a UHM system is protected from unauthorized

access, especially when it comes to Patient Generated Health Data (PGHD).
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This thesis proposed another certificateless signcryption scheme whose construction is
based on the proposed ECDSA variant discussed in section 4.2.2. This research proposed
as certificateless pairing free signcryption scheme is defined by the following seven

algorithms:

1. Set-Up: Given the security parameter yu , the KGC will be required to select an
elliptic curve E(Fq) over finite field Fqwhere the E(Fq) is defined by the chosen

system parameters. KGC defines a secure cryptographic hash functions level:

Hy: {0,1Y'XG? > Z*p, H;: {0,1}3*XG*X{0,1}X{0,1}* > Z*p and H,:G*XZ*p -
{0,1}". Here u = |m| is the length of the message to be sent. KGC Chooses
randomly a master secret msk €y Z, and computes general public key Py,

msk-P. KGC publishes the system parameters as params =
{r,P,G, Ppyp, Hy, H;} and keeps the master secret key msk as a secret. The sender

and receiver are uniquely identified by device identity ID; and ID,. respectively.

2. Partial-private key Extract: This algorithm takes the secret key msk and
params to output partial private key d; for a user. The algorithm is run by the
KGC where the partial private key for user; is computed as d; = r; + msk -
Hy(ID;, R;, Pyyp) mod q and secretly sends d; and R; to user;. The partial private
key d;can be verified by checking whether d;P = R; + Hy(ID;, R;, Ppyp) Ppus
holds.

3. Set-Secret-key: The algorithm is run by user; who will randomly select a secret
value x; € Z7p.

4. Set-public-key: The public key generation is executed by a user;. The user;
computes PK; « d; - x; - P where the sender’s full public key is set as B. =
(PK,.R,).

5. Set-full-private key: user; will set the full private key as FPK; = (d;, x;).

6. CLSC Signcryption:

(a) Select random parameter k €, Zp"; W « kP;
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(b) Compute g = k - PK,;

(c) Compute ¢y = H;(m, PK, 5, R, 1Dy, 1D,)

(d) Compute v = ¢, - k - (ds - x5)"'mod q

(e) Compute ¢, = H,(W, B, Rs, v)

(f) Compute ¢; « Ec>(m).

(9) The sender will output signcryption text ¢ = (v, c;, ¢y)

7. CLSC Unsigncryption:

After receiving signcryption text y the unsigncryption process will proceed as
follows:

(@) Compute Q = (v - ¢,~! mod q) - PK,

(b) Compute 8 « (d;, - x,) - Q

(c) Compute ¢, = H,(Q, B, Rs, V)

(d) Compute m = D»(c;)

(€) ¢y = H,(m, PKy, B, Ry, 1D, ID;)

(f) Accept message m iff ¢," = c, else return L
Correctness:

The correctness of the scheme is as follows:
Q=1(co-k-(ds x5)"") - (cp)™ - PKs = (k- (ds - x5)™")
PK,=(k-ds - xs-(ds-x))-P=k-P=W.

and
p=d,-x.-Q=d, x.-kP=kPK,

4.6.1 Security Analysis

The signcryption scheme is IND-CCA2 and EUF-CMA secure against Type-I
and Type-11 attacker in the random oracle model under Computational Diffie-

Hellman (CDH) assumption and Discrete Logarithm assumption.
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Proof of Confidentiality

Theorem 1: In the random oracle model, the scheme is IND-CCAZ2 secure under

CDH assumption. Lemmas 1 and 2 have been used to prove the theorem.

Lemma 1: Assuming there exists an adversary A; who has non-negligible
advantage ¢ of breaking the proposed CLSC scheme, then there exists an algorithm

C that can use this adversary to solve the CDH problem with an advantage

] ] . . .
Adv, IND-CLSC=CCA2 > _°_ (] as , where is signcryption
A v T @) @ s aneryp

query. The adversary A; performs g, queries and q; hash queries H;¢—g, ;) to

random oracles.

Proof To proof Lemma 1, this research shows how algorithm C who is a challenger,
attempts to solve CDH problem by taking random instance (P, aP, bP) as input. In order
to determine (abP) from interactions with adversary A;. C does not know the values of
a,b € Z;". The challenger € maintains lists L,, L; and L, associated with Hy, H; and H,

random oracles respectively and lists Lj,, Lpg and Lgy to track partial private key, public

key and private key generation respectively.

Setup: C executes Setup algorithm and sends system params to adversary A; and
simulates partial private key, public key, public key replacement, signcryption and

unsigncryption oracle for response to queries from the adversary.

Find stage: Adversary A;issues a number of queries in an adaptive manner and C

responds as follows:

HyQueries: When A;issues random oracle queries on (ID;, R;, Ppyp, 1y, €), C first checks
list L, for tuple (1D;, R;, Pyyup, ho, c) Which is empty at the start. If it exists, it returns 4,

as an answer. Otherwise, challenger C selects random ¢ = 0,1. If c = I then Pr[c = I] =
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o =1/(qs + 1) else if c = 0 then it selects a random &, € Z," , returns it to adversary

Ajand updates list L, with tuple (ID;, R;, Pyyp, ko, ©).

H;Queries: When A;issues H; random oracle queries on tuple (m, PKs, 8, R, I Ds, ID,.).
The challenger C checks whether a matching tuple (m, PKy, B, R,, [ D, ID,., c) exists in
list L,which is empty at start, if it exists C returns value c, else it returns a random value
from Z,"and updates list L,with tuple (m, PKj, B, R, 1D, I1D,, c;).

H,Queries: When A;issues a query on tuple (W, B8, R;, v) C first checks whether there
exists a matching tuple (W, B, Rs, v, c,) in list L, which is initially empty. If it exists, it
returns symmetric key value c, to A; else it returns a random value c¢; € {0,/}* and adds
tuple (W, B, Rs, v, c,) to list L.

Partial Private Key(ID;): If adversary A;issues a partial private key query on

(ID;, R, Pyyp). C will check in list Ly, for a partial key d; corresponding to identify ID;
if it exists, it returns value d; to adversary A, else, a random value r, z € Z, and obtain
d; by computing d; = r + z - Hy(ID;, R;, Ppyp) mod q and returns d; to adversary A;.
The challenger C updates list L, with tuple (ID;, R;, Ppyp, d;).

Private Key Query(ID;): Using ID; adversary A; issues private key query. C checks
whether tuple (ID;, d, x) exists in the list Lg, . If it exists, C will return (d, x) to adversary

A;. Otherwise, C will randomly select x € Z," and obtain d; by executing a partial

private key query. The challenger C updates list L, with tuple (ID;, d, x).

Public Key Query(ID;): Adversary A;may perform a public key query for identity
I1D;. Challenger C first scans a list L,,, to check whether a matching (R;, PK;) exists for
the ID;. If it exists, C returns (R;, PK;) to adversary A;. Otherwise, C proceeds to check
list Ly and list Lg, for records of identity ID;. If it exists, C picks (R;, x;), computes
PK; = x; - P and returns (R;,x;) to adversary A, after updating list L, with tuple

(ID;, R;, PK;). Otherwise, C scans list L,. If ¢ = 0, C will run private key query to return
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(Ri, PK;) to adversary A; and update list L, with tuple (1D;, R;, PK;), C picks random
values r;,x; € Z,” then computes PK; =x;-P and R; =r1;-P then adds tuple
(ID;,R;, PK;) t0 Lyg, (ID;,1,x4,¢) t0 Ly and responds to adversary A; with
(R, PK;).

Replace Public Key Query(ID;,R;, PK;): Adversary A, may perform public key
replacement query by submitting values (R;, PK;) of its choice. The challenger C will

replace (R;, PK;) associated with the ID; with (R; , PK;).

Signcryption Query(Q,): A; issues a signcryption query with input (m;,IDs, 1D,)
where m; denotes the message, 1D, is the sender’s identity and ID, is the receiver’s

identity. Challenger C will proceed to check (IDs,R;) in list L, for (IDs, PKs, Rs) and

(ID,, PK,, R,). C will runs actual signcryption algorithm v = (v, cy, c;) to adversary 4;.

UnSigncryption Query(Q,s): Adversary A; may perform an unsigncryption query on
Y sender identity 1D, and receiver identity ID, . Challenger C will proceed to get
(IDs, PKs, R) from list Ly, and (ID;., d,, x,.) from list Lg; only if ¢ in list Lyis ¢ = 0 and
computes sx,. = d, - x,.. The challenger € will run unsigncryption algorithm and return
message m; to adversary A;. If ¢ = 1, C will check in list L, for tuple (Q, 8, Rs, v, h5),
compute m’' = Dy,,(c;) where &, = ¢, and completes unsigncryption. C will obtain /; by
calling H;query. If 1; = c, holds message m’; is returned to adversary A; else error L is

returned.

Challenge Phase: Adversary A; will choose and output two messages m, and m; of
equal length together with sender’s ID* and receiver’s identity I D,.* on which it wishes
to be challenged with a few restrictions. Adversary A, cannot extract the private key for
identity ID,.* in find stage, Identity ID,.* is not the identity for which partial private key
has been extracted before the challenge and identity ID,.* is not the identity for which the

public key has been replaced before the challenge. If ¢ = 1, C checks if (x,,7.) existsin
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the list L,.. then C will select random values v*, ¢q, c; €g Z; and sends the challenge

ciphertext i * to adversary A4;. If c = 0, C aborts the process.

Guess Stage: Upon receiving the challenge ciphertext i *, A, is allowed to issue a series
of queries as was done in Find stage with certain restrictions: If the public key for identity
ID,* has been replaced before the challenge phase the A; cannot query private key for
ID,*. The adversary cannot make unsigncryption query for i * to recover message m,,.
A, returns its guess. The challenger C will ignore the guess from the adversary and select
a random entry of tuple (W*, 8%, Rs, v, c,) in list L, and return g* as the solution to the

CDH instance. Otherwise, C is unable to solve CDH problem. The probability that A,

runs private key or partial private for identity ID,. is at least qiz. The probability that C will
1

successfully select ¢ * as an answer to CDH is qi. The probability that the process will
2

not terminate in phase 1 is (/ — §)% and the probability that it will not terminate in
challenge stage is §. The probability of challenger C not aborting the simulation process

1

is at least . (] @ +1)) @D

. A; can break the confidentiality of the proposed

signcryption scheme with a non-negligible advantage ¢ only if C does not abort the

simulation process. It is possible for C to output a solution to CDH problem with

advantage AdUAIIND—CLSC—CCA2 > — qz( — (CI2+1)

)CIS

(gs +1)

Lemma 2 Assuming there exists and adversary A;; who has non-negligible advantage ¢
of breaking the proposed CLSC scheme, then there exists and algorithm C that can use

this adversary to solve the CDH problem with advantage Adv, /NP~cLsc-ccaz >

(1

— , Where g, is signcryption query. The adversary A;; performs g,
40°q2 (q2+1)

ds
) (gs+D)

queries and g; hash queries H;;—,;») to random oracles.

Proof Challenger C takes as input (P, aP, bP) and attempts to compute (abP) in order to

solve CDH problem by utilizing the adversary A,; in the game. The proof idea is very
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similar to the proof of previous lemma except A;; cannot issue Replace Public Key query
. Adversary A;; knows the secret key z and goes ahead to set R = zP and inserts
(ID,x,—,c) Into L. In the guess stage, C will output p = x,.- z- P = abP as an answer

to the CDH problem. The analysis of the game is similar to the proof in Lemma 1.
Proof of Unforgeability

Theorem 2 The proposed scheme is EUF-CMA secure under DLP assumption in the

random oracle model.

Lemma 3 Assuming there exists and adversary A; -,y Who can win EUF-CMA game

with non-negligible advantage ¢, there will be an adversaryC that can solve the elliptic

1

z +1))"5, where g, queries to signcryption and

curve DL problem with advantage 9% (1—
q

the adversary A;(;—,;;y performs q; to random oracle H;(—, ;2.

Proof Lemma 3 is used to proof theorem 2. C is challenged with an instance of DLP
whereby given a random instance (P, aP) € G its aim is to determine values (a € Zp) to
achieve (aP). Let adversary A;;; ;) be an adversary who can break the EUF-CMA
security of the proposed CLSC scheme, algorithm C can utilize A;;-; to find the

solution to aP of ECDLP instance by playing the following interactive game.

Training: Adversary A; issues a series of queries, where all queries and answers are
identical to those in Find stage Lemma 1, whereas the adversary A;; issues a series of

queries where all queries and answers are identical to those in Lemma 2.

Forgery: At the end of the training the adversary 4;;-,,;;y outputs a forgery of tuple (i *

,IDs*,1D,*) from sender ID* to receiver ID,* and the tuple should not have been

produced by the signcryption oracle. IDs* should not be the identity for which partial

private key has been extracted and public key replaced. € submit H; queries for a random

¢y and retrieves another random c *, from list L; corresponding (v *, ¢ *,, c;) such that

¢ *9# cy. Using forking lemma (Yu et al.,2017) vP =c,-W -Tand v*P =¢,*-W - T
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Is obtained. The two expressions vP — v*P = ¢, — ¢,"(W - T) are subtracted, given that

T = (b - x)~! challenger C utilizes adversary A4, as a subroutine to solve

DLPasb = k(cy—c*y)/xs(v — v*) for a given random instance (P, aP) € G. C utilizes
adversary A;; to solve DLP as x = k(cy) — c¢*y)/ds(v — v*) for a given random instance

(P,aP) € G. The probability that A;;—, ;yruns partial private key queries or private key

queries for sender 1Dy is at least ]/(q20)_ The non-termination probability is (/ — §)%s
in the training stage. The probability of a failure will be less than é when multiple

effective ciphertext are produced with replay technique (Yu et al.,2017). The probability

that challenger C solves DL problem is at least //9q, and the probability that C

1 q
(q5+1)) '

successfully forges a user is at least gi (1—
q2

4.6.2 Ubiquitous Healthcare monitoring system

This research showed how the proposed signcryption scheme can be applied in
ubiquitous healthcare monitoring system making use of a WBAN where a patient has
wearable body sensors that are used to gather physiological data without the interference
of the patients daily activities or the presence of a medical expert. A local server which
can be a handheld device such as a mobile phone transmits the physiological data to a
remote healthcare server via internet. When the data is in the medical server medical

personnel can securely access the patient’s data.

The KGC is in charge of generating all the system parameters, partial private key and the
public verification tokens. The KGC will run the setup algorithm and generate system

parameters then forwards them to the healthcare server and the sensor nodes.

a) KGC: Will receive the identity I1D; of all the authorized sensor nodes ina WBAN
and the identity ID; of the Healthcare server. The Healthcare’s partial private key

is computed as dys, = Tys, + S * Ho(IDservers Rus,, Poup) Mod g and the sensor

node partial private key is computed as ds, = 75, + s * Hoy(IDsensor» Rs;» Ppun)
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b)

d)

mod q and forwards dyg, to the healthcare server and dg, to the sensor node
through a secure channel. The KGC will receive public key PK; from sensor
node and computes the public key verification token as PKV; = R; + msk -
H (I Dsensors PKi, Ppyp) and forwards (1D;, R;, PK;, PKV;) of each sensor node to
the Healthcare server. The KGC will also receive public key PK; from Healthcare
server and computes the public key verification token as PKV; = R; + msk -
Ho(IDgerver PK;, Ppyp) and forwards (1D;, R;, PK;, PKV;) to each sensor node in
the WBAN.

WBAN: The validity of the partial private key can be check using the system
parameters and computing dg, * P = Ho(IDsensors Rs;y Ppun) * Poup  1f the
equation does not hold then the process will be terminated else, the node will
randomly select x; € Z; and compute its public key as PK; = d;; * x; - P then
forwards it to the KGC. The wireless sensor node executes the Full private key
algorithm and sets the full private key as (ds,, x;).

Healthcare Server: This server will use system parameters provided by KGC to
check the validity of the partial private key it received from KGC by computing
dys, " P = Ho(IDservers Rusy Ppub) * Ppup- If the equation holds the healthcare
server will randomly select a value x; € Z,, and compute its public key as PK; =
dys; - x; - P then forwards it to the KGC. The Healthcare server will set its full
private key as (dys,, x;)-

Local Sever: The local server will be responsible for transmitting data from the

sensor to the Healthcare server.

To transmit a patient’s physiological values to the Healthcare server, the WBAN client

signcrypts a plaintext message m; by running the signcryption algorithm to output

ciphertexty = (v, ¢y, c;) and its public key PK;. The Local Server will act as a controller

by transmitting ¢ to the Healthcare Server. When the Healthcare Server receives

ciphertext v, given the public key PK; is valid it will run the unsigncryption algorithm
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of the proposed signcryption scheme to recover the original plaintext message m;. The
validity of m; will hold if ¢; = ¢, else the plaintext message m; will be rejected. A
controller can keep a revocation list that stores the identities of all revoked sensor nodes.
The revocation process can make use of expiration data which can be denoted as ED. All
users are assigned a unique ED set as current date/timestamp during the registration
process. Every communication from a user will be concatenated with the ED. The
expiration of the ED denies a user access to the WBAN data. A service provider
privileged to operate as a KGC can send a revoked user ID; to the controller if there is an

urgent need to revoke a user’s access to the WBAN before expiration of the user’s ED.

4.6.3 Performance Evaluation

In this research the scheme was evaluated in comparison with the schemes by (Wahid &
Mambo, 2016; Won et al., 2015). The scheme was evaluated with respect to computational
cost and energy cost. The experiment was implemented on Contiki 2.7 operating system
utilizing Cooja simulator to emulate Wismote sensor nodes. The research considered
expensive EC operations: modular inverse, point multiplication and point addition

operations and denoted as MI, PM and PA respectively.

Table 17: Performance Comparison

Scheme Sender Receiver

MI PM PA MI PM PA

Won et al., 2015 0 4 2 0 6 3
Wahid & mambo, 2016 0 3 2 0 5 3
Proposed scheme 1 2 0 1 2 0
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Computational Cost

The cryptographic running time for PM, PA and MI are: 4782 ms, 10ms and 577ms
respectively. Utilizing the data in Table 17, to generate a ciphertext the scheme by (Won
et al., 2015) will require 4PM + 2PA and the scheme by (Wahid & Mambo, 2016) will
require 3PM + 2PA while the proposed scheme MI + 2PA. In unsigncryption algorithm
the scheme by (Won et al., 2015), (Wahid & Mambo, 2016) and the proposed scheme will
require 6PM + 3PA, 5SPM + 3PA and MI + 2PM operations respectively. Therefore, the
computational time of the schemes by (Won et al., 2015) , (Wahid & Mambo, 2016) and
the proposed scheme is 4% 4782+ 2% 10 = 19148ms/19.5s, 3% 4782+ 2% 10 =
14366ms/14.37s and 577+ 24782 = 10141ms/10.14s. It is quite clear that the

proposed scheme has the least computational time.
Energy Cost

The performance of the proposed signcryption scheme on Wismote platform is compared
to other related signcryption schemes by (Won et al., 2015) and (Wahid & Mambo, 2016).
A study by (Dunkel et al.,2007) describes an energy evaluation mechanism on wireless

sensor nodes. It makes use of a linear model where the total energy consumption is defined
as 5 = Iptm + Lty + Ity + Lt + Z;1 . t.,, where V' represents supply voltage, I,
denotes current draw when the microprocessor has been running. The I;t; represents
current draw while I;t; represents current draw and time of communication device in
transmit mode, I.t, is the current draw and time of the communication device in receive
mode. The current draw and time of components such as sensor nodes and LEDs are
represented by It . This research only considered the first four parameters as done in
(Nguyen et al., 2015). When running on elliptic curve nist-p224 the estimated energy costs
on Wismote for PM, PA and M1 are: 32.05m/,0.07mJ and 3.81m/ respectively. From table

17, the energy consumption for each scheme is as follows:
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(@) The scheme proposed by (Won et al., 2015) will require 4*32.05+2*0.07=128mJ
to generate a valid ciphertext and it's unsigncryption algorithm will consume
6*32.05+3*0.07=192.5mJ.

(b) The signcryption energy consumption for the scheme by (Wahid & Mambo, 2016)
IS 3x32.05+ 2% 0.07 =96.29m] while unsigncryption will consume 5 *
32.05+ 3% 0.07 = 160.46m/.

(c) The energy needed to generate a ciphertext in the proposed signcryption scheme
IS 3.81 4+ 2% 32.05 = 67.91mJ while unsigncryption will consume 3.87 + 2 *
32.05=6791mJ.

The proposed signcryption scheme has reduced energy consumption in signcryption as
follows:

In the scheme by (Won et al., 2015)(728.34 — 67.91)/128.34 =47.1% and in the scheme
by (Wahid & Mambo, 2016) (96.29-67.91)/96.29=29%. In the unsigncryption process,
the proposed scheme is efficient in energy cost as follows:

In the scheme by (Won et al., 2015)(792.5 — 67.91)/192.5 =64.7% while the scheme by
(Wahid & Mambo, 2016) the proposed scheme is efficient by (160.46 —

67.91)/160.46 = 57.7%.

4.6.4 Summary

This research has proposed a new pairing free signcryption scheme. Certificateless
cryptosystem approach is used in the design of the proposed scheme to overcome key-
escrow problem in ID-based schemes and the complexity of certificate management found
in PKI. The construction of the scheme is based on the proposed digital signature in
subsection 4.2.2. The scheme is secure against adaptive chosen ciphertext attack and
against existential forgery. Application area and a network model of the scheme is
discussed in (Kasyoka et al., 2021). Further, the proposed signcryption scheme is efficient

in computation cost and energy cost as discussed in section 4.6.3.
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CHAPTER FIVE

CONCLUSIONS AND RECOMMENDATIONS

5.1 Contributions

Recent studies have shown that it is possible to implement public key cryptography such

as Elliptic Curve Cryptography to resource constrained devices such environments such

as WSNSs. To address security challenges on WSNSs, this thesis has proposed:

1.

2.

An efficient digital signature scheme, a variant of ECDSA that can be applied on
WSNs to provide authentication. The research showed how the proposed digital
signature scheme can be implemented in resource constrained environment
through:

a. A certificateless pairing-free authentication scheme for Wireless Body Area
Network for use in healthcare management system. The performance
analysis of the proposed scheme was compared with other related schemes
and found to be efficient as discussed in section 4.2.4

b. A Multi-user broadcast authentications scheme for Wireless Sensor
Networks. The scheme is certificateless pairing free and has the property of
message recovery and ciphertext authenticity. The performance analysis of
the cryptographic scheme was compared with other related schemes and
found to be more efficient as discussed in section 4.3.5.

A Pairing-free certificateless signcryption scheme, a modification of the
signcryption scheme by (Wei & Ma, 2019) was proposed in this research. The
scheme is existentially unforgeability in Random Oracle Model (ROM) under
ECDL problem as discussed in section 4.4.6 and more efficient in both
computational cost and energy cost compared to the scheme by (Wei & Ma, 2019)
as discussed in section 4.4.7.

From the proposed digital signature scheme the research proposed two
signcryption schemes. Section 4.5.2 and section 4.6 gives a discuss of the

signcryption schemes. The signcryption schemes are secure in IND-CCA2 and
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EUF-CMA against Type-l and Type-II attacker in the Random Oracle Model
under ECDL problem and CDH problem. The signcryption schemes are efficient
in computation cost, energy cost and communication overhead as discussed in
sections 4.5.5 and 4.6.3.

5.2 Limitations

In this research two ways to improve efficiency of cryptographic primitives were
investigated and a digital signature scheme more efficient in computation compared to the
ECDSA was proposed. Signcryption schemes more efficient in computation cost, energy
cost and communication cost compared to other related signcryption schemes were also
proposed. However, like any other research work, this research had a few limitations:

1. First, this research did not consider transformation of signcryption scheme to
online phase and offline phase where heavy complex computations can be
performed in offline phase and lightweight computations can be done in online
phase. This approach might have improved the efficiency of the proposed
signcryption schemes (Saeed et al., 2017).

2. Secondly, this research did not consider heterogenous environments in application
of the proposed signcryption schemes.

3. Lastly, the research was limited to simulated environment for testing and

application of the proposed signature and signcryption schemes.

5.3 Recommendations
Technological advancements in sensor networks have enable automation and wide range
application of WSNs. With wide range application of sensor nodes security has become a
major concern and challenge given the inherent resource constraint nature of sensor nodes.
1. Security goal for a resource constrained environment should be identified before
designing a cryptographic primitive to support secure communication in such an
environment.
2. The design of cryptographic protocols should be efficient enough to support
quality communication in the intended application area especially, in Wireless

Sensor Networks. This will aid in prolonging the life time of sensor nodes. This
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research recommends the use of certificateless and pairing free concepts in the
design of cryptographic primitive for use on resource constrained environments.

3. Cryptographic schemes designed must be proved secure in the ROM before they
can be adopted for use in an application area.

4. Efficient cryptographic schemes are important for resource constrained
environments. However, a well thought out design must be used in the construction
of such schemes to ensure proper balance between efficiency and security.

5. This research recommends the adoption and the use of the proposed digital
signature/authentication schemes and the signcryption schemes in resource
constrained environments such as a WSN.

5.4 Conclusions

The main objective of this research was to develop a signcryption scheme that seeks to
ensure efficient and secure communication in resource constrained environment. From the
literature it is evident that WSN suffer from insecure communication due to their resource
constrained nature. Traditional cryptographic schemes cannot be efficiently applied on
WSNSs due to their resource constrained nature. hence the need for a computationally
efficient but still secure novel cryptosystems.

We conclude that the design of cryptographic protocols should be efficient enough to
support quality communication in resource constrained environments. This aids in
prolonging the life time of sensor nodes. Existing cryptographic schemes can be modified
to withstand stronger attacks and perform more efficiently by reducing computational
cost, energy cost and communication overhead. A well designed certificateless and pairing
free cryptosystem is more applicable for use on WSNs. However, the security of a WSN

should not be compromised over efficiency in communication.

5.5 Future Work

In conclusion this thesis notes that it is possible to have certificateless environment for

resource constrained environment and a different cryptographic environment for an
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application provider especially, where resources used by the application provider are not
constrained. The research did not focus on heterogeneous environments and therefore, a
possible future work would be application of the proposed signcryption schemes in
heterogenous environments. In a heterogeneous environment, entities are allowed to
communicate securely using different public cryptographic primitives. The future work
on design of heterogeneous signcryption schemes based on the proposed certificateless
signcryption schemes would be important to consider. The future work should also seek
to utilize the concept of offline/online in the construction of the signcryption schemes as
it can improve the overall performance of a signcryption schemes in resource constrained
environments.

The application environments used in this research were simulated using software tools
and may not have captured an ideal environment scenario. Example, in a healthcare
management system where patients wearing a WBAN sensors are being monitored from
remote location by healthcare experts as they go about their daily activities. Can the
efficiency of the schemes be affected by their daily activities? In future work it would be

important to consider implementation in real life.
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